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EXECUTIVE SUMMARY
Two decades into the 21st century, the pace of technological innovation has never
been faster. It far outpaces the ability of the public, private, and nonprofit sectors
to enact new policies, regulations, guidelines, and metrics for the ethical
management of technology and its impact on society, politics, culture, the
economy, and the environment. At the same time, global inequality continues to
increase at alarming rates, with research showing that the digital divide between
men and women is widening, particularly in developing countries. Though the full
impact of technological progress on the advancement of women, girls, and other
marginalized communities, such as LGBTQ communities, people of color, and
disabled individuals, is currently largely uncertain and nearly impossible to
measure, it is clear that advancements in digital technologies and information and
communication technologies (ICTs) have great potential to improve the lives of
these populations and to help reduce gender inequalities across the world.
Many initiatives aimed at empowering women through technology fail to recognize
and address the intersecting and contextual factors that influence women’s ability
to benefit from digital technologies and ICTs. These factors include individual
attributes, such as race, class, and age, and structural determinants, like
geography and education. To address this gap, this report employs an
intersectional feminist framework to identify and analyze key trends related to
gender and technology. It aims to provide a holistic picture of how gender and
technology are embedded in and influenced by a myriad of intersecting issues and
challenges that complicate how ICT for development (ICT4D) initiatives concretely
impact women’s lives. Based on synthesized research, the report provides
recommendations for relevant stakeholders on how to approach the field of
international development using technology as a tool for social good in ways that
benefit the most marginalized members of our global community. As such, the
report falls within Oxfam’s rights-based approach to development, which
recognizes that access to technology is a fundamental human right.
Many of the report’s key findings highlight the fact that women’s lack of access to
digital technologies and ICTs is a principal reason why gender inequalities persist
in today’s technologically driven world. Particularly in low- and middle-income
countries, many women still struggle with basic access to ICTs; for instance, they
may be unable to afford ICT devices, or they may face barriers to joining online
networks because of a lack of digital connectivity owing to geographic, economic,
social, or political factors. Women also generally possess fewer skills related to
digital literacy, limiting their ability to effectively and safely use ICTs. This
contributes to a gendered digital divide that impacts women’s potential to use ICTs
and digital technologies for social, civic, and economic purposes. Because
technology is increasingly integrated into our daily lives through its ability to
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facilitate these functions, women’s inability to fully access and benefit from ICTs
thus compounds gender inequality offline.
That said, new opportunities for women are emerging with the rise of digital
economies. These digital economies are linked to a variety of benefits, including
more diverse labor markets, increased competition leading to technological
innovation, and more economic partnerships across the globe. As long as women
and marginalized communities are able to connect to digital networks with the use
of adequate ICTs, they can join new digital workforces in online environments,
driving women’s economic empowerment and financial autonomy and providing
them with new work experiences and digital skills. To some extent, these online
economies are also able to avoid the pitfalls that prevent women from joining
traditional labor forces, such as cultural norms, time limitations, and safety risks.
If, however, women are unable to access ICTs and digital networks or lack the
skills to navigate online work environments, they will once again be excluded from
these new labor markets, with the result that digital economies have the potential
to reinforce gender inequalities in certain contexts. This possibility is compounded
by the general lack of social regulations and worker protections in digital
economies, particularly in platform-based employment, which is especially
precarious.
Largely owing to this lack of clear regulation, women face an array of concerns
about safety and privacy in digital environments, which further restrict their ability
to reap the benefits of ICTs and digital networks. Women may face misogynistic
attacks, abuse, and violence online. Such online misogyny is primarily a product
of larger offline cultures of systemic sexism combined with the unique digital
affordances of online platforms, including the potential for increased anonymity
and lax platform policies regarding online abuse. Furthermore, women’s personal
and private data are sometimes shared by others online in order to target and
shame them for their gender and sexuality. However, ICTs and digital
environments can also offer crucial tools for improving safety, sharing healthrelated information, advancing feminist social movements and activism, and
facilitating the creation of support networks for marginalized women by enabling
communication and networking beyond localities. Given that individuals and
groups use ICTS in a variety of ways that can both empower and harm women,
more research is needed into patterns of online violence that prevent women from
using ICTs for empowerment as well as into proactive ways to address and prevent
harmful behaviors.
In relation to safety issues associated with data privacy, there are also inequities
at the level of digital infrastructure. Today’s world is ruled by the collection and
consolidation of information and digital data, which are wielded by
telecommunication corporations and other entities primarily to generate profit.
Frequently used to develop algorithms that guide users’ activities online, the data
collected often display gender or racial bias, replicating and reinforcing systems of
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oppression that structure our offline worlds within the design of ICTs. This situation
has profound ramifications for marginalized populations: algorithms are involved
in the vast majority of users’ online activities, from applying for bank loans to
conducting searches on job-listing websites. Algorithms will display different
information and results for different users, with the result that access to ICTs, as
well as user identity, guides key life decisions and outcomes. These disparities
demand further intervention at the level of digital governance, with an emphasis
on data transparency and platform policies that acknowledge and address the
varied impacts of data collection on marginalized populations. Nonetheless, data
can also be used for social good through techniques like crowdsourced data, data
visualization, and statistical modeling. These strategies use digital data to make
concrete differences in users’ offline lives, revealing new modes of technological
sovereignty and data agency.
Gendered disparities in the context of technological innovation and ICT
development are tangible at a global scale precisely because they reflect the world
we live in. Ultimately, it is important to recognize that ICTs and digital technologies
are neither inherently good nor bad, but instead neutral tools that hold the potential
to fundamentally challenge gender inequality in contemporary society. What
matters is how individual users, online platforms, policymakers, telecommunication
corporations, tech engineers, and other stakeholders use these tools. We must
work together to ensure that the most marginalized members of society can
access, use, and benefit from digital technologies. To this end, this report urges
stakeholders to develop gender-sensitive, context-specific, evidence-based, and
accountable legal frameworks and policies that promote and formalize digital rights
for all. These approaches must be developed using intersectional research
methodologies and rigorous data collection, center proactive strategies that
prioritize those left behind or excluded by the digital revolution, and attend to
diverse contexts and cultural specificities in order to ensure that digital
environments are equitable, inclusive, and safe.
What is most essential, however, beyond legal frameworks, is truly listening to the
needs and priorities of women and marginalized communities as they relate to
digital technologies. Ultimately, fostering gender equality through ICT4D must
begin with the recognition that, by virtue of a shared humanity, every woman is
inherently entitled to digital rights and citizenship. Maintaining women’s freedom in
the digital age means that these conditions must be shaped with equal and active
input from those they protect and benefit. As such, women must be centered in all
ongoing and future conversations about ICTs’ capacity for systemic and
transformative change.
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INTRODUCTION
CONTEXT AND APPROACH
This research backgrounder uses feminist theory as a lens through which to
explore major themes and social trends at the nexus of gender and technology. It
draws on studies that consider how race, income, age, education, sexuality, and
disability intersect with gender in the context of digital technologies and aims to
identify opportunities for policy making, initiative planning, and further research in
the areas of gender, equality, and technology. In focusing on the capacity of
information and communications technologies (ICTs) to transform or reinforce
structural power relations, this research will be relevant for nonprofit organizations
and professionals; stakeholders involved in ICT for development (ICT4D)
initiatives; academics; regional, national, and international policy makers; and
corporations interested in a rights-based analysis of how gender and technology
intersect.
As the Fourth Industrial Revolution unfolds, a growing number of scholars are
identifying and critically engaging with the relationship between gender and digital
technologies through feminist approaches. While some existing studies
concentrate on algorithmic biases and forms of online violence (D’Ignazio and
Klein 2020; Noble 2018), others assess a need for disaggregated and gendersensitive data (Gurumurthy and Chami 2017). Albeit limited in number, some are
also interested in finding better and more socially and economically just
alternatives to existing data policy and lawmaking practices (Janssen et al. 2020).
However, studies that consider ICTs and gender through an intersectional lens are
generally lacking, leading to a crucial gap in the research and academic literature.
As this report will point out, most existing studies examining markers of oppression
as they relate to gender and technology tend to concentrate on just one such
marker—be it gender, race, or geographic location, age, ability, or socioeconomic
class. Rarely are multiple markers of marginalization addressed within the same
study. This gap, coupled with the fact that the existing literature was, for the most
part, either written by academics or commissioned by development agencies in the
global North, impacts the data and perspectives included in this backgrounder.
However, by bringing together and engaging with a wide range of single-category
analyses, as well as the few intersectional studies that do exist, this backgrounder
presents an explicitly intersectional and kaleidoscopic approach to gender and
technology. Further, this backgrounder considers the larger social systems of
marginalization which inform how which shape how the intersection of gender and
technology is experienced to be embedded in larger social systems that guide how
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they are experienced by women and other marginalized individuals across different
contexts.
An intersectional approach to ICTs in the context of the right to an identity—the
right to exist and be treated equally and with dignity—lays the groundwork for
exploring how digital technologies are or could be leveraged to help women
exercise agency and challenge gender inequality. In adopting Oxfam’s applied
rights-based approach (Oxfam International 2019), this backgrounder follows a
framework that takes into account local contexts, economy, social inclusion, and
cultural rights (Offenheiser and Holcombe 2003). It is anchored in intersectional
feminist theory that is attentive to how identity attributes, such as gender, race,
class, sexuality, ability, and religion, should not be analyzed in isolation from one
another. As such, the intersectional framework applied here provides a
contextualized and grounded account of how different aspects of one's identity
have distinct and varying impacts on an individual's inclusion or exclusion from
development initiatives, as well as access to education, employment, and the
benefits digital technologies can offer (Azevedo, Garwood, and Pretari 2019).
Systemic inequalities can be “reproduced as well as challenged in the online
environment in ways that can limit the potential of ICT to be tools for women’s
empowerment” (Cummings and O’Neil 2015, p.1). For this reason, gender must
be understood in relation to the existing political, cultural, social, and economic
power relations at the center of how digital technologies and environments are
developed and used. Scholars such as Safiya Umoja Noble (Algorithms of
Oppression, 2018) and Catherine D’Ignazio and Lauren Klein (Data Feminism,
2020) highlight the algorithmic biases and forms of gendered violence embedded
in the technologies we use. Their work reveals that inequality and power
imbalances are generally ingrained in the technological landscapes and
architectures we engage every day. In other words, technological structures are
often in and of themselves oppressive. This study shines a light on some of these
technological inequalities in order to identify ways in which digital landscapes can
be made more equitable and accessible for all.
An intersectional and rights-based approach to analyzing gender and technology
also enables the exploration of the many layers of the digital divide between those
who have and do not have access, digital rights, education, employment, selfdetermination (Unwin 2017), as well as those with and without the ability to live a
dignified life (Wells n.d.; Sen 1985). This includes having the right and ability to “do
and be”—work and be healthy, for instance—including to “do and be” on the
internet (Gurumurthy 2008). With this in mind, this report illuminates the potential
of rights-based and intersectional approaches to gender and ICTs to aid women in
their ability to access, use, and benefit from these technologies—to “do,” “be,” and
be empowered in digital spaces.
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Moreover, the report aligns with several of the 2030 UN Sustainable Development
Goals (SDGs): SDG 1 (no poverty), SDG 3 (good health and well-being), SDG 4
(quality education), SDG 5 (gender equality), SDG 6 (decent work and economic
growth), SDG 10 (reduced inequalities), and SDG 12 (responsible production and
consumption). Within SDG 5, the United Nations (UN) identifies ICTs as essential
tools to “enhance the use of enabling technology, in particular information and
communications technology, to promote the empowerment of women” (‘Gender
Equality and Women’s Empowerment’ 2020).

STRUCTURE
The trends discussed in this backgrounder are grouped into six broad categories:
(1) access, use, and inequality; (2) security and digital civic spaces; (3) responsible
data use and privacy; (4) governance; (5) the future of work; and (6) the effects of
a global pandemic: COVID-19.
These categories are informed by Oxfam’s internal policy pillars regarding digital
rights—access, inequality, governance, responsible data use and privacy, security
and digital civic spaces, and the future of work. They are also conceptually
informed by the World Economic Forum’s 2018 shared goals for the creation of a
digital future that is inclusive, trustworthy and sustainable: (1) leave no person
behind, (2) empower users through good digital identities, (3) make business work
for people, (4) keep everyone safe and secure, (5) build new rules for a new game,
and (6) break through the data barrier (World Economic Forum 2018a).
Given the spread of COVID-19, its disproportionate impact on the lives of women
and marginalized communities, and the resulting increased reliance on technology
to work, live, and socialize, the final section of this study considers the ongoing
effects of the global pandemic on gender and technology.

RESEARCH QUESTIONS
This research backgrounder is guided by the following research questions:
●
●
●

●

What are the major themes and social trends at the intersection of gender
and ICTs?
What are the greatest opportunities for technology to contribute to gender
equality?
What are the gendered forms of harm or risk that are implied in tech design
and adoption, and how do these interfere with users’ rights to life, security,
and civic engagement?
How do ICTs reflect, mitigate, or exacerbate gender disparities?
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●
●

How has the accelerated increase in the use of ICTs in response to COVID19 impacted gender disparities?
What recommendations does feminist research give us regarding the use of
ICT as a tool for advancing gender equality?

The first trend addressed relates to access, use, and inequality. This section
explores the systemic difficulties that women and marginalized populations face
when trying to access and use ICTs as a means of empowerment. Here the report
dives into the relationship between digital technologies and the gendered digital
divide, focusing on the digital literacy skills required to effectively use and benefit
from ICTs, the financial inaccessibility of ICTs, and gender disparities in ICTrelated employment, among other issues and trends. The second section,
“Security and digital civic spaces,” scrutinizes the emergence of online genderbased violence (GBV) and examines how digital spaces can both produce new
forms of GBV for the digital world and mimic existing forms of offline GBV. The
third section, “Responsible data use and privacy,” evaluates various ethical
concerns related to privacy and data ownership online by considering how users’
personal data are monitored and collected by a variety of entities, including
governments and telecommunication corporations. The section also highlights
potential opportunities for data to be used as a social good through processes of
data accountability and agency, as well as alternative consent models for data
collection and use. Relatedly, the fourth section, “Data governance,” focuses on
the need for equitable and accountable data practices developed collaboratively
between online platforms, telecommunication corporations, and government
bodies in order to ensure the safety and privacy of all online. With disparate online
safety practices in mind, the section that follows, “The future of work” addresses
the effects of increasingly digitized labor for women and marginalized groups. The
section examines the differential development and distribution of skill sets and
highlights opportunities for women’s engagement in digital economies and the
development of useful skill sets for digital labor markets. As recent events have
both accelerated and amplified the use of ICTs, the closing section is dedicated to
COVID-19 and its effects on social and gendered disparities as they evolve in the
context of the digital age.
Each of the six sections included in this research backgrounder is divided into four
subsections that will help guide the reader: (1) an introductory overview of the
section theme, (2) a rationale for why that particular theme matters, (3) an
identification and analysis of the key trends related to the section theme, and (4)
considerations for the future.
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ACCESS, USE, AND INEQUALITY
OVERVIEW
In low- and middle-income countries, women are 30 to 50 percent less likely than
men to use the internet for economic and political purposes (World Wide Web
Foundation 2016b; ITU 2018). Globally, women are 12 percent less likely than men
to have internet access (EQUALS 2019). Four out of five women who do not have
internet access live in the global South (Hilbert 2011). At the heart of these
inequalities, gender converges with race, sexual orientation, age, class,
geography, and ability. In fact, research reveals that social inequalities and forms
of discrimination against minority and marginalized communities are maintained
across digital spaces (Hilbert 2011; Ragnedda 2020). Internet users with one or
more minority or marginalized identities are more likely to be limited in their ability
to fully benefit from the uses of the internet than white men in the Global North
(Roux and Dalvit 2014; Ragnedda 2020). It is within this context that we speak of
the “digital divide” (Gunkel 2003), which reflects the digital inequalities that result
from the differential opportunities available to marginalized populations when they
try to access and use digital technologies (Hilbert 2011). In fact, the more that
minority and marginalized identities and attributes intersect, the wider that divide
is likely to be. This suggests that while the divide between white women and white
men is significant, it is even wider between, for instance, Black women and white
men.
Focusing on the intersection of the digital divide and gender, this first section
explores the ways in which gender intersects with users’ ability to access and use
digital technologies and develop digital literacy, as well as how ICTs and their
algorithms may widen or narrow the digital divide. Overall, we have found that
socioeconomic, structural, and algorithmic obstacles not only limit the ability of
women and other marginalized populations to fully benefit from the use of ICTs but
also underline the persistence of digital gendered inequalities.
When considering digital inequalities, development initiatives that seek to promote
digital parity now include a wider range of factors (Ragnedda 2020; UNDP 2019;
Sey and Hafkin 2019; ITU 2017). In addition to one’s level of access to technology,
“issues of capacity and motivation to effectively and strategically use technology
for its intended purpose” (Pade-Khene 2018, p.3) are now also considered factors
impacting the digital divide. Additionally, ICT4D initiatives are increasingly attentive
to how digital technologies can exacerbate digital inequalities (Smith and Neupane
2018) and online harm, including gender-based violence and cyberbullying, while
recognizing the potential benefits and possibilities for empowerment ICTs pose for
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marginalized populations (Roux and Dalvit 2014; Mariscal et al. 2019; Kowalski,
Limber, and McCord 2019).
Understanding the full picture of digital inequalities requires asking questions such
as, who can access the internet? (first-level digital divide). It demands that we
critically consider a user’s digital literacy level and type of use (second-level digital
divide) and recognize the real-life consequences of ICTs for users and
communities at the local and global levels (third-level digital divide) (Deursen and
Helsper 2015). Understanding the digital divide means understanding the different
ways that ICTs are used, their inherent power dynamics, users’ digital skills and
literacy, and the implicit consequences of ICTs beyond the digital world.

WHY IT MATTERS
Understanding the digital gender divide constitutes a first step toward not only
digital parity and empowerment, but also more equitable opportunities for all in an
increasingly digital and digitized society. To mitigate the real-life consequences of
the digital divide for marginalized populations, digital inequalities must be identified
and analyzed in a way that is mindful of the different needs, contexts, and
challenges of different communities. Digital inequalities become especially evident
in available and digitized research on marginalized communities: while there is a
growing number of studies on women’s inequality online and the digital gender
divide, research that considers issues of race and age in addition to gender
remains almost nonexistent (Dijk 2017). In low- and middle-income countries,
stigmas surrounding disability further limit the availability of reliable data on
disability and digital technologies (Noble 2012). These knowledge gaps limit our
understanding of the depth and range of challenges to the equitable access and
use of ICTs among all women and highlight the inequalities experienced by
marginalized populations, especially those whose identity intersects with that of
more than one minority group.

KEY ISSUES AND TRENDS
ICTs increase digital divides
Coined in the United States in the 1990s, the expression “digital divide” (Gunkel
2003) was intended to highlight the ever-widening “gap in access to information
services between those who can afford to purchase the computer hardware and
software to participate in the global information network” and those who cannot
(Acılar 2011). More recently, this definition has been extended to include factors
such as geography, ability, gender, education, or economic development (Roux
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and Dalvit 2014; Ragnedda 2020). In developed countries, for example, Scholz,
Yalcin, and Priestley (2017) remarked that disability and poverty were strongly
associated, with older women reporting slightly lower rates of internet access
(2017). In the context of the digital gender divide, digital inequalities relate to the
potential obstacles and differential options available to marginalized populations,
especially women, when attempting to access, use, and learn about digital
technologies. In this sense, one’s identity markers and presenting gender affect
one's opportunities for educational advancement, socioeconomic empowerment,
and other benefits of having equal access to digital tech, including the internet
(Mariscal et al. 2019).
In one study about the digital gender divide that was conducted on CloudResearch,
an all-online anonymized participant-sourcing platform, Litman et al. (2020)
observed that women’s hourly wages were 10.5 percent lower than men’s. This
finding led the researchers to conclude that offline gender norms propel women to
select less remunerative opportunities than men did. As for low- and middleincome countries, women’s relative progress toward online equality is slowing
down despite a continuous increase in internet connectivity globally (Sey and
Hafkin 2019; UNDP 2019; ITU 2017). While overall internet access rates are going
up, the Organisation for Economic Co-operation and Development (OECD)
observes a “worrisome” second-level digital divide increase in low- and middleincome countries (Chetty et al. 2018). With the exception of the Americas, digital
technologies are widening the digital gender gap in these countries (ITU 2017;
Deursen and Helsper 2015). The International Telecommunication Union lists
women’s lower levels of education and income as potential contributing factors
(ITU 2017; Chetty et al. 2018). In line with this, Mariscal et al. (2019) found that
women’s internet participation had decreased by 250 million as of 2017 (ITU 2017).
Despite ICT4D initiatives, such as those led by UN Women and EQUALS to
promote online gender parity, “hurdles to access, affordability, lack of education as
well as inherent biases and sociocultural norms curtail women and girls’ ability to
benefit from the opportunities offered by the digital transformation” (Chetty et al.
2018). Thus, the digital gender divide persists and does not appear to be
narrowing.
Different types of access
ICT4D initiatives and reports, including the UN Human Development Report,
distinguish between two levels of access: basic access and meaningful access
(UNDP 2019). Whereas basic access refers to device and internet access,
meaningful access refers to the uses and benefits of digital technologies, not only
in terms of educational benefits but also in relation to employability. Organizations
such as the OECD, the EQUALS initiative, and the US Agency for International
Development (USAID) have identified tech education and a move beyond basic
access as necessary steps in closing the digital gender divide (Chetty et al. 2018;
Sey and Hafkin 2019; USAID 2020).
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The question of internet access is, at the same time, deeply intertwined with digital
literacy or digital skills (Sey and Hafkin 2019). A marker of marginalization such as
gender, race, geographical location, or a perceptible disability might affect people’s
ability to obtain, maintain, and develop these skills. For instance, in Myanmar—a
country located in the lobal South—only 15 percent of secondary schools are
internet ready (World Wide Web Foundation 2018). This is, however, not only an
issue in low- and middle-income countries: in 2017, 44 percent of Europeans
lacked “even basic digital skills” (Blažič and Blažič 2020). The ITU has come up
with a helpful scale to evaluate a user’s digital literacy level: basic skills,
intermediate skills, and advanced skills. Basic skills include being able to access
the internet, retrieve information, and communicate digitally—for example, through
social media. Intermediate skills include using the internet for work-related
functions, digital marketing, or publishing (FutureLearn 2020). Lastly, advanced
skills involve the ability to create digital technologies and tools through coding and
programming, developing apps, and participating in cybersecurity (ITU 2018).
While women globally have an overall basic digital literacy, fewer women than men
report having advanced digital skills (UNDP 2019). The reasons for this
phenomenon have not, however, been studied sufficiently to date (Sweet et al.
2020).
Tech configurations exacerbate biases
Using the internet generally means knowingly and unknowingly sharing personal
data through what is often referred to as our “digital footprint,” “internet footprint,”
“digital shadow,” or “internet shadow.” The websites we visit, emails we send, and
the devices we use are regularly tracked by internet service providers and
telecommunication companies such as AT&T and Verizon, “free” web and social
platforms like Facebook and Gmail, the government, and the corporations that own
central private data centers, such as Google, Amazon, and Microsoft (Krasnov
2018). Even if internet access rates achieve gender parity, there remains a
significant gender gap between those who merely engage with digital technologies
and those who create digital infrastructures.
An intersectional approach to digital equality demands that we question the
infrastructural systems that ground and feed the digital divide, while also being
cognizant of digital power structures. Who is and is not able to access digital tools
and technologies, and, more important, who owns these infrastructures?
According to the OECD (2018), men are four times more likely than women to be
ICT specialists. Given that the technology industry is male dominated (Baird 2018;
Marco-Bujosa, Joy, and Sorrentino 2020; Chetty et al. 2018), digital technologies
and data centers fail to cater to women and other marginalized groups (Amrute
2020). In fact, the digital infrastructures, data structures, and algorithms put in
place by Big Tech, including America’s “Big Five” (Apple, Amazon, Facebook,
Microsoft, and Google) (Girard 2020), have historically exacerbated existing
inequalities (Ragnedda 2020; Noble 2018; Smith and Neupane 2018). In the global
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South, Smith and Neupane (2018, p.12) pinpoint the absence of the infrastructural
and regulatory bases needed “for an ethical and equitable application of AI
Technologies” as the factors driving the digital divide. However, a similar reality
can be observed in high-income countries. In the United States, for instance,
Google has reinforced racial stereotypes of non-white women and girls (Noble
2018). For many years, the top Google Images search results for “Black woman,”
for instance, revealed images of sexualized or arrested Black women what Safiya
Noble (2018) refers to as “algorithmic bias” and “algorithmic oppression.”
Racial and gender bias has also been found in the implementation of facial
recognition technology. A recent Face Recognition Vendor Test (FRVT) by the
National Institute of Standards and Technology (NIST) found higher rates of false
positives for Asian, African American, and American Indian faces than for
Caucasian faces in the United States (Albiero et al. 2020; Cook et al. 2019). The
FRVT and research by Cook et al. (2019) also revealed that, overall, false positives
were higher for women than men. The demographic group with the highest rate of
false positives was African American women (Albiero et al. 2020; Schwartz 2019).
The fact that machines are primarily trained to recognize white faces (Bacchini and
Lorusso 2019) reveals a persistent algorithmic bias in facial recognition technology
that can generate false positives that match a suspect’s face to the wrong identity.
Such bias and inaccuracy can result in the wrongful accusation, arrest, and
imprisonment of innocent people, especially women and people of color (Schwartz
2019). An intersectional feminist intervention in the development of these tools
would involve users of diverse races, gender identities, and abilities in developing
and training these systems and ensure that the data on which these biometric
technologies rely are accurate.
Given the gender disparities in the creation of digital technologies (Sey and
Ortoleva 2014), the technology and devices available do not always respond to
women’s and marginalized groups’ needs (World Wide Web Foundation 2016b).
While ICT4D studies are starting to disaggregate differential internet usage, the
whys and hows surrounding internet use levels remain widely understudied (Sweet
et al. 2020). Nevertheless, promoting female empowerment and enabling
marginalized populations requires creating accessible technologies and devices.
To advance digital inclusion, suggest that tech companies consider their ongoing
responsibilities for technologies they previously built, and address the problems
built into the interfaces of mobile devices (Wyche, Simiyu, and Othieno 2016). This
work would include creating modular, user-friendly, and intuitive technology;
interfaces with larger fonts for users with visual impairment; and audiovisual-based
technology. Most important, reducing the digital divide must involve the active
inclusion of marginalized populations in the process of tech creation and
development (Noble 2018; EQUALS 2019; World Wide Web Foundation 2016b).
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ICT modalities facilitate unpaid care labor
Increasing minorities’ access to digital technologies and devices leads to questions
surrounding the possibilities and shortcomings of ICT modalities—whether
smartphones, tablets, or home computers. Exploring smartphone ownership in
low-, middle-, and high-income countries, Tsetsi and Rains (2017) conclude that
smartphones are among the fastest-growing sources of Internet traffic: they are
cheap, easy to carry, and multifunctional. Owning a digital device, such as a
smartphone or laptop, constitutes a starting point for accessing the benefits of the
internet (Bailur, Masiero, and Tacchi 2018), but this baseline metric is not enough
to tackle the structural issues that underlie the digital divide. Analyzing basic
internet access does not provide data on users’ digital literacy. While the use of
digital technology presumes basic digital literacy, it does not offer researchers
insight into the degree of users’ tech literacy and digital skills and whether they
require accessible or assistive technology. For example, Sweet et al. (2020) found
that disabled users perceived the modality of social media interfaces, such as
Facebook, characterized by frequent autoplay videos and a continuous news feed,
to be unaccommodating (Toyama 2011). In line with this, device ownership reveals
little about how ICT enables or limits marginalized populations.
One of the few published ICT4D surveys estimated that women use digital
technologies, first and foremost, to communicate with others (Kimbrough et al.
2013; Noble 2012), while men tend to use the internet to obtain information and
for self-advancement (Helsper 2010). However, these findings neglect women’s
role in creating and maintaining social bonds, a form of unpaid care work (Berg
2019). With regard to digital technologies, Berg reveals that women’s participation
in social media is a form of unpaid care labor, which to date remains poorly
measured and little understood (Bill and Melinda Gates Foundation 2017).
Likewise, Alonso et al. discovered a proportionate relationship between internet
access and unpaid digital labor, where “women in countries with higher internet
access spend significantly less time on unpaid work” (Alonso et al. 2019). Given
that studies tend not to quantify women’s online content and unpaid digital care
work in the same way as men’s, there is an overall lack of data about women’s
online creatorship and generative technology use (Sey and Hafkin 2019; Sey and
Ortoleva 2014).
Online community building is also prevalent among other marginalized
populations, such as racialized or disabled users, as well as the LGBTQ
community (Jackson, Bailey, and Foucault Welles 2018; Sweet et al. 2020; Gray
2018). However, only a few studies address the benefits of community building in
these populations. One such study showed that improving seniors’ digital literacy
and ease with technology by engaging them with interactive video games led them
to overcome physical barriers and social isolation (Baez et.al, 2020). Nonetheless,
the issue of computer anxiety or technophobia among seniors has not been
addressed sufficiently to offer viable solutions (Dijk 2006, 2017).
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Not a one-size-fits-all solution
Tsetsi and Rains, among others, report that “constant advances in Internet
technology (e.g., Google fiber, gigabit Internet speeds, 5G mobile connectivity,
smart watches) reinforce that how people access the Internet is still a salient
issue.” (2017, p.140) The access divide is particularly noticeable among people
with disabilities: advances in assistive technology happen more slowly than
advances in ICTs more broadly, deepening the first-level digital divide among
people with disabilities (Scholz, Yalcin, and Priestley 2017). Even though recent
ICT4D research has moved beyond the question of internet access to focus on the
second-level digital divide, limited access continues to be one of the main issues
preventing marginalized populations from benefiting from ICTs. That said, if
reducing digital inequalities implies having marginalized populations, including
women, move beyond basic digital skills, these populations’ local contexts must
be taken into account when offering solutions.
A study on women’s digital participation in urban areas in 10 low- and middleincome countries found that, on average, women were 50 percent less likely to
have internet access than men (World Wide Web Foundation 2016b). Lower
strategic access rates preclude women from developing the digital skills needed
for strategic internet use (Sey and Hafkin 2019). Working with the World Wide Web
Foundation, the nonprofit Internet Society reported that only 45 percent of women
in Namibia have internet access. An action plan aimed at improving Namibian
women’s online connectivity established a need to cut internet-related costs.
Furthermore, these two groups highlighted the need to create content relevant to
these women and to find ways to ensure online safety for them in accordance with
women’s digital rights (World Wide Web Foundation 2020) (see the section
“Responsible data use and privacy” in this report).
Similarly, we must be mindful that the increasing digitization of economic
processes can compromise women’s control over financial resources and thus
greatly affect their level of independence. The Global Partnership for Financial
Inclusion (GPFI) observed that 1 billion women still lack access to formal banking
services. The increasing move to online banking by financial institutions, combined
with women’s lack of access to digital technologies, may reduce women’s financial
autonomy. Nonetheless, efforts to digitize banking services have also been shown
to promote women’s financial autonomy. In China, for example, women’s online
banking activity was reported to have increased by 30 percent between 2014 and
2017. In an effort to promote financial autonomy, India’s financial services have
also shifted entirely to Unified Payment Interfaces, such as Google Pay. Having
established a legal framework and policies that digitally document women’s
inclusion and access to equality, Egypt has likewise fully transitioned toward
cashless payments (Better Than Cash Alliance et al. 2020). These forms of digital
access have no doubt helped democratize banking for many, but they only impact
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the lives of the digitally literate owners of web-connected technologies, like
smartphones, personal computers, and tablets.
Affordability matters
Access to the internet comes at a cost—in low-, middle-, and high-income
countries alike. A person or a community’s ability to use digital technologies
strategically requires having time and public, private, personal, or nonprofit
resources—financial and otherwise—to become digitally literate. At home,
women’s traditional role as caretakers (Ferrant, Pesando, and Nowacka 2014)
may compromise their ability to access digital technologies to the same extent as
men. Internet-related costs constitute a more direct affordability issue. In a study
on digital gender equality in Mozambique, the World Wide Web Foundation found
that 1 GB of data costs as much as 22 percent of a typical monthly income (World
Wide Web Foundation 2016a). Unsurprisingly, Mozambique also has one of the
largest digital gender gaps. Uganda has reported similar figures (World Wide Web
Foundation 2016b). Since the reduction of internet costs is one of the UN’s 2030
Sustainable Development Goals (SDGs), the Alliance for Affordable Internet
(A4AI) has developed the “1 For 2” protocol: 1 GB of data for no more than 2
percent of monthly income (United Nations 2015; A4AI 2020). The A4AI also lays
out a set of factors that enable internet access. While cost is a crucial factor, being
able to regularly access the internet with a fast connection speed, enough data,
and an appropriate device are just as important as personal finances in creating
an accessible internet standard (A4AI 2020). Only in conjunction do these factors
grant users functional and meaningful access to the internet.

CONSIDERATIONS FOR THE FUTURE
Entering the third decade of the 21st century, the internet is both a reality and a
necessity. Within the context of an intersectional approach, internet access and
use must be made available equitably to everyone and to a degree that allows
digital empowerment for all people within their specific context. Safety and
education—in support of increasing women’s digital literacy and use—are
understood as key elements in digital empowerment for marginalized populations
and as a necessary step toward gender parity online (World Wide Web Foundation
2015; Glezou 2019; Chetty et al. 2018). The World Wide Web Foundation (2015)
suggests, for example, that tech literacy education should occur as early as in
elementary school: not only would this increase digital literacy and use ability, but
it would further empower those populations who may be excluded from obtaining
a secondary education.
In low-, middle-, and high-income countries alike, legal policies regulating the
inclusion of marginalized populations have also been shown to help bridge the
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digital gender gap: in France, the Plan sectoriel mixité numérique works to raise
female employment in the digital sector while implementing a legal framework
aimed at promoting employment opportunities attractive to women, increasing
diversity, and challenging stereotypes associated with cybersex and cyber
violence (Chetty et al. 2018; see the sections “Governance” and “Security and
digital civic spaces” in this report).
Moreover, the EQUALS initiative developed a 10-step plan, “10 Lessons Learnt,”
intended to reduce the digital gender divide by providing alternatives to the status
quo. The plan addresses access, affordability, safety, and skill, among other things
(EQUALS 2019), all of which the OECD has classified as factors in the digital
gender divide (Chetty et al. 2018). The “lessons learnt” include reducing the costs
related to ICTs and digital devices; increasing the participation of marginalized
populations in science, technology, engineering, and math (STEM) fields; and
creating technologies that are both relevant and enabling for women to boost their
online civic engagement. Additionally, EQUALS promotes the need to consider a
culture’s social norms to create viable options for marginalized people. While the
overall rate of marginalized populations’ basic digital skills must increase, the costs
associated with accessing the internet must decrease (EQUALS 2019).
The joint efforts of global ICT4D associations, such as the UN EQUALS initiative
or the World Wide Web Foundation, have demonstrated that digital inequalities
can be mitigated if the barriers to digital parity are recognized. In one study, for
example, women who reported having overcome barriers to equality offline were
also more likely to do so online. This study also observed that women with higher
internet access and digital literacy rates were more likely to self-identify as activists
and participate in civic engagement (World Wide Web Foundation 2015; Intel
2013; see the section “Security and digital civic spaces” in this report). The
reduction of the digital divide and the concomitant increase in digital literacy and
access levels can thus lead to better internet use rates, civic engagement,
economic power, digital empowerment, and autonomy in marginalized
populations.
Even so, there remain significant limitations when it comes to understanding the
digital gender divide—both quantitatively and qualitatively (Marsan and Sey 2021).
Despite development initiatives’ attempts to enable and empower women, the
limited data available from low- and middle-income countries make it difficult to
fully grasp how access, use, digital literacy levels, and online violence affect those
at the most disadvantaged end of the digital divide. Regarding those identities for
whom several types of marginalization intersect, as well as for those lacking
internet access, there is next to no data (Sweet et al. 2020; Chetty et al. 2018). To
address these problems and fill these knowledge gaps, more research into why
and how marginalized populations use digital technologies will need to be
conducted. Researchers should also consider a wider range of populations that
have been historically excluded or limited from digital connectivity, including
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communities from the global South and seniors (Chetty et al. 2018; Dijk 2017). By
the same token, ICTs must be created with the needs of a variety of populations
in mind, especially in terms of accessible and assistive technology for disabled and
older users (Blažič and Blažič 2020). Ultimately, however, understanding digital
inequalities and their impact on the lives of women and other marginalized groups
requires us to understand digital rights as a basic human right.
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SECURITY AND DIGITAL CIVIC
SPACES
OVERVIEW
Advocacy for expanded internet access must go hand in hand with attention to
user data privacy as well as the risk of internet-mediated gender-based violence
(GBV).
People of all genders and backgrounds are at risk for online violence; however,
women and marginalized communities—particularly queer and trans communities,
people of color, disabled individuals, and those who fit into more than one of these
categories—are more likely to face injustice and discrimination (APC 2017; World
Wide Web Foundation 2015). Four in 10 internet users report experiencing
harassment online, and young women ages 18 to 24 experience disproportionate
levels of severe harassment, with 26 percent reporting being stalked online and 25
percent reporting online sexual harassment (Duggan 2017). There is a broad
consensus that women experience a wider variety of forms of online harassment
than men and often suffer more severe consequences as a result (Lenhart et al.
2016; Lumsden and Morgan 2017; Megarry 2014; Vickery and Everbach 2018;
Vitak et al. 2017). Studies also show that online violence directed toward women
largely consists of attacks on their gender and sexuality (Henry and Powell 2014;
Jane 2014; Nova et al. 2019; Powell, Scott, and Henry 2020).
At the same time, digital technologies are enabling new kinds of activism that rely
on the communication and networking capabilities of the internet. Academics have
noted that feminist movements relying on the internet’s online platforms “operate
at local, regional, and global levels, while activists move back and forth between
online and offline political activity” (Nuñez Puente 2011, 335). Social
commentators have also suggested that women’s use of social media technologies
for feminist activism denotes a fourth wave of the movement (Cochrane 2013;
Munro 2013). However, although increasing use of social media has increased the
visibility and reach of feminist issues and activism, online activism “has also
facilitated increased access to movement ideas and individual women by feminist
adversaries,” thereby contributing to increased instances of anti-feminist
harassment (Megarry 2018, 1071). The scope and range of these internetmediated interactions suggest that more research is need on what kinds of feminist
discussion can thrive online and where.
This section addresses some of the key trends related to women’s safety online,
including the frequent nonconsensual circulation of private data, the crucial role
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and expansion of online support networks for marginalized women, the increasing
precarity of women’s ability to safely engage in online sex work, the urgent
responsibility of law enforcement and online platforms to address and prevent
online GBV, and the emergence of online feminisms, including activist strategies
and challenges.

WHY IT MATTERS
GBV has been widely recognized as a human rights issue (Australian Human
Rights Commission 2014; Oxfam International 2012; United Nations 2010).
Increasingly common and hard to ignore, online GBV has been a problem for as
long as the internet has existed and, like offline harassment, targets women “to
prevent them from fully occupying public spaces” (Mantilla 2013, 569).
There is broad consensus that government legislation, telecommunication
regulations, online platform policies, and activist initiatives must work together to
effectively address online GBV. Addressing these issues must take into account
the “context-specific and contentious nature of technological development as it is
molded by the conflicting interests of an array of social forces, for example,
governments, activists, and indigenous communities” (Milan and Treré 2019, 324).
As such, the question of safe digital spaces is ever changing and remarkably
complex—these issues must be tackled with involvement from all those affected
by ICT development, which, of course, means all of us.

KEY ISSUES AND TRENDS
Increased surveillance, decreased privacy
It has been widely noted that women are especially vulnerable to forms of online
violence that take advantage of unprotected data. These forms of violence
manipulate and abuse the internet’s function as a public commons in order to take
away women’s autonomy online and reduce their ability to benefit from the
internet’s social and economic uses. Allen (2000) identifies the key role of
misogyny in perpetuating these forms of abuse, arguing that “women face special
privacy problems in cyberspace because there, too, they are perceived as
inferiors, ancillaries, and safe targets, and held more accountable for their private
conduct” (p. 1178). Some examples of women’s unprotected data being used
against them include doxing, nonconsensual pornography distribution, and
stalking.
In a study of online violence faced by women in South Asia, Sambasivan et al.
(2019, 3) define doxing as “the outing of private information, such as intimate
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photos or finances, nonconsensually to the public.” Doxing can carry severe
consequences such as “reputation harm, emotional harm, coercive relations, and
physical harm” (p. 12). They note that the sociocultural environments of India,
Pakistan, and Bangladesh require context-specific ways of thinking about and
approaching the interactions between law, technological platforms, and the
informal support networks that their study respondents rely on.
As a specific type of doxing, nonconsensual sharing of intimate photos
disproportionately targets and harms women and is twice as likely to have been
perpetuated by a man (Eaton et al. 2017). Using case studies from Malawi and
Uganda, Chisala-Tempelhoff and Kirya (2016) examine the impacts and incidence
of “revenge porn,” or the nonconsensual distribution of sexually graphic images, in
East Africa. Reviewing the range of current laws and policies that apply to
nonconsensual pornography, they conclude that anti-pornography or antiobscenity laws are not adequate. Instead, they suggest that nonconsensual image
sharing requires “specific legislation or a nuanced interpretation of existing laws to
curb [its] incidence and to ensure redress for victims” (p. 8).
That being said, activists, primarily in the global North, have developed tactics
other than legislation and law enforcement to address this issue. For example,
Maddocks (2018) observes how feminist activists in Australia, the United Kindgom,
the United States, Latin America, and Europe have worked to rename “revenge
porn” as “nonconsensual pornography,” “image-based sexual abuse,” and “digital
rape.” This change in language helps shift the blame away from the victims,
making clear that the structural forces of misogyny facilitate this kind of online
violence. Unlike the conclusions of Chisala-Tempelhoff and Kirya, activists
interviewed by Maddocks warn against the implementation of new nonconsensual
pornography laws for fear of “slipping into a ‘carceral feminism’ that supports the
disproportionate incarceration of the most marginalized.” Instead, they emphasize
the fair implementation of existing laws by focusing on “training, awareness raising,
and capacity building in law enforcement agencies, schools, and workplaces”
(Maddocks 2018, 357).
There are also risks posed by technologies that share information about one’s
location or daily activities, as these can be exploited for stalking (Messing et al.
2020). Mobile apps and software are the primary means of collecting location data
(Cardoso et al. 2019). For example, Girls Around Me, an app that has now been
pulled from the market, used GPS technology and social media platforms to locate
women within a close distance without their knowledge. Spyware installed
surreptitiously on women’s mobile phones or computers can track and send copies
of passwords, visited websites, and emails to perpetrators. Cardoso (2019, 4)
notes that “abusive behaviors such as monitoring someone online and tracking
them via GPS do not occur in isolation,” meaning that GBV often takes similar
forms online and offline. As such, it is ill advised to construct a binary between
“virtual” and ‘“real” victimization since this ignores how ICTs and digital
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environments can be used to inflict harm through multiple mechanisms across
digital and nondigital spaces with similar results.
Finding supportive communities online
One of the limitations of scholarship on online violence is a tendency toward singlecategory analysis (Hackworth 2018; Madden et al. 2018): studies of gender in
online harassment tend to focus on gender alone, neglecting to consider how GBV
intersects with other identity categories. This is especially common in large
research studies focused on gendered harassment that mention race, class, or
other identity markers but do not adequately examine the influence of these
categories on women’s multilayered experiences online. According to feminist
scholar Lucy Hackworth (2018, 63), this oversight contributes to “simplistic and
homogenous terminology, lack of intersectional analyses, and erasure or ignoring
of non-gendered harassment.” After all, as sociologist Katherine Cross points out,
gendered harassment in isolation is possible for only a very small subsection of
the population: white, middle-class, heterosexual, cisgender, able-bodied women
(Cross 2015).
Though limited, there has been some attention to Black women’s experiences
online, partially owing to the increasing online activism carried out by women of
color (see Loza 2014). For example, in dialogue with Moya Bailey’s work on
misogynoir (Bailey and Trudy 2018), Madden et al. (2018) offer the concept of
“mediated misogynoir” to describe anti-Black misogynist online harassment that
“implicates systems of power that disadvantage Black women offline as well” (p.
86). Their case study of online attacks against actress Leslie Jones illustrates the
underlying class dynamics at play in racist and sexist harassment online. They
found that Jones’s wealth and status as an actress were used rhetorically to
“dismiss the pain experienced in this kind of abuse” (p. 85), regardless of the
severity of attacks on Jones’s identity as a Black woman.
Gray (2018) also employs an intersectional framework to explore how Black
lesbian women build community, form identity, and find empowerment in online
gaming platforms. Studying Xbox Live, Gray finds that specific facets of the
respondents’ gender expressions and sexuality change the way they negotiate
their identities with other users. Some of the women Gray interviews are able to
keep their lesbian identity concealed, while others are not and thus face higher risk
of harassment and abuse. This discrepancy is why some of Xbox Live’s features,
such as private party chats, are so valuable to marginalized communities: they
allow the user to “explore her identities safely with others who value each aspect”
(p. 290).
A limited number of studies address the experiences of transgender individuals
online. Studying online harassment specifically in the context of physical gender
transition, Haimson (2016) states that transgender people online are vulnerable to
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harassment, including hate speech, physical attacks after self-disclosing online,
content flagged or removed for being inappropriate, and suspended accounts in
response to name changes. Haimson notes that these experiences intersect with
other stigmatized identities, particularly in the case of trans women who face both
transphobia and sexism.
Similarly, Powell, Scott, and Henry (2020) unsurprisingly conclude that
transgender individuals experience “a greater range and greater proportion of
abusive behaviours, being approximately three times as likely to be victimized
compared with cisgender heterosexual participants” (p. 217). Like the attacks
leveled against cisgender women, this harassment was often sexual and gender
based in nature. Unfortunately, this study has significant limitations due to its small
sample size and a lack of data on other aspects of participants’ identity. In order
to draw firm conclusions about the experiences of trans people online, more
research is required, particularly analysis of qualitative data through an
intersectional framework.
The precarity of sexual commerce online
Many of those excluded from mainstream capitalist economies, including women,
undocumented peoples, and other marginalized individuals, rely on the informal
economies of sex work for economic survival. Data show that internet-facilitated
sex work is the largest sector of sex work and represents a rapidly growing market;
most commercial sex is mediated through internet technologies and networks
(Cunningham and Kendall 2011; Jones 2015; Sanders et al. 2017). Given the
internet’s ability to both enable violence and foster networks of support and
solidarity, women’s experiences with online sex work are mixed. However, owing
to government efforts to control and reduce sexual commerce online, the safety of
sex workers online is increasingly precarious.
To an extent, the internet promotes physical safety, often offers better wages,
assists workers with advertising and soliciting, allows workers to screen clients
before engaging with them, reduces risk of arrest and negative encounters with
law enforcement, and offers new avenues for community building and sex work
activism (Cunningham and Kendall 2011; Jones 2015; McLean 2013; Moorman
and Harrison 2016).
However, drawing on empirical data from the Beyond the Gaze research project,
a study of the working practices of online sex workers in the United Kingdom,
Campbell et al. (2019) observe that sex workers commonly face online GBV. The
most common type of abuse experienced was “persistent or repeated/unwanted
contact or attempts to contact through email, text or social media” (p. 1545), with
more female sex workers encountering these patterns of behavior than male sex
workers. This behavior is partially enabled by the internet’s ability to provide clients
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with a greater degree of anonymity, which may increase the sexual exploitation of
sex workers (Hughes 2004).
The regulation of sex work online also has a profound impact on the safety of sex
workers, in both digital and nondigital environments. Many countries have
attempted to curtail sex trafficking online through the passage of legislation like the
2018 bills SESTA (Stop Enabling Sex Traffickers Act) and FOSTA (Fight Online
Sex Trafficking Act) in the United States. These bills criminalize the advertisement
of sexual services online with the intention of preventing sex traffickers from using
online platforms to solicit sex with minors and other sex trafficking victims.
Interviewing sex workers shortly after the passage of SESTA/FOSTA, Blunt and
Wolf (2020) contend that these bills target sex workers who are consensually
advertising their services, communicating with clients, and organizing with other
sex workers, resulting in sex workers’ loss of whatever supports or protections they
once had. Blunt and Wolf identified financial instability, fewer safety resources, and
reduced ability to organize collectively as some of the negative effects of the
legislation
Online violence despite offline rights
Studies of responses to online harassment note dissatisfaction with how local
authorities and online platforms handle hate speech and harassment. Suzor et al.
(2019) argue that telecommunication corporations and online platforms have
consistently represented themselves as “neutral intermediaries,” enabling them to
avoid conflicts about what is considered “free speech” versus what enacts harm
against users. Systems for reporting online violence are often not well understood,
are considered ineffective or overly time consuming, do not consider local
contexts, resort to victim blaming, or focus on mitigating vulnerability to
harassment rather than tackling harassment at the source (Blackwell et al. 2017;
Kennedy et al. 2017). As such, many scholars argue that formal mechanisms for
addressing online harm would benefit from changes to legislation and law
enforcement that are nuanced and context driven, as well as improvements to
online platform design and policies that give users more agency in reporting
violence and protecting their online data.
Pointing out that solutions to address online GBV in the global South, particularly
in South Asia, need to consider familial and sociocultural power relations,
Sambasivan et al. (2019) find that most participants in their study “perceived lawand-order and in-app abuse reporting to be ineffective or hurtful to their
reputations” (p. 12) and that what South Asian women consider harmful was not
perceived as abuse by social media platform policies. Instead of reporting
harassment, participants relied on informal coping mechanisms—namely family
and nongovernmental organizations (NGOs)—for support following experiences of
online violence.
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Similarly, following a survey of gendered online harassment in India, Pasricha
(2016) notes that women were often more likely to simply block harassers or limit
their online participation than report harassment. According to respondents, this
was because law enforcement was not always willing or sufficiently equipped to
intervene after a report was filed and because platform mechanisms for reporting
and preventing online abuse were often inadequate. Pasricha argues that
platforms must have staff with the linguistic competence to review and address
reports of abuse, as well as procedures for handling repeated and escalating
incidents. The study offers a set of potential solutions targeted at engaging local
governments through better education and development of protocols for
cybercrime reporting. It also suggests that tech platforms expand users’ options
for reporting harassment and blocking abusive users and offer more flexible and
comprehensive privacy options.
In the context of the global North, Powell, Scott, and Henry (2020) likewise agree
that, although legislation and law enforcement are important, there must be equal
pressure on digital and social media platforms to adapt their policies, community
standards, and reporting functions in order to challenge and prevent online
violence. More specifically, Pater et al. (2016) recommend consistency across
platforms for what constitutes harassment and the types and severity of responses
that harassment warrants. They also stress the importance of platform policies that
are written in plain language and that reflect community norms, suggesting that
“platform operators could work with communities through participatory design or
purposeful design for social norms” (p. 373). Participatory design enables all
stakeholders (e.g., platform developers, employees, investors, individual users) to
have a role in the design process, ideally ensuring that the platform is safe and
usable for all. However, participatory design can be difficult when global platforms
must adhere to local community norms of acceptable online governance and
behavior. This is why a mix of approaches, such as improved platform design and
policy combined with specific governmental legislation, are most likely to have a
real effect on reducing online GBV.
Evolving forms of feminist activism
The social and political capabilities that digital technologies, and particularly the
internet, provide have fundamentally changed the ways that feminist organizing
occurs, both online and offline. The emergence of feminist blogs, apps, discussion
spaces, and social media campaigns demonstrates the uses of online spaces
where activism can take up, reframe, and challenge sexist discourses and
behaviors online. As we have seen, however, online spaces can also be used to
facilitate misogynistic attacks, something that feminist activists have addressed,
for example, through vigilante tactics and hashtags.
Digital vigilantism, or digilantism, is a strategy sometimes used by feminist activists
to challenge instances of sexism and misogyny online. Digilantes “respond through
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coordinated retaliation on digital media, including mobile devices and social media
platforms” (Trottier 2017, 56), and, in the case of feminist digilantism, these
responses focus primarily on naming and shaming approaches, such as publicly
outing those who enact GBV online by establishing blogs and hashtags that widely
circulate their misogynistic attacks and offensive statements (Jane 2016, 288).
Jane argues that this form of activism has taken hold partially because of the lack
of institutional recourse available in cases of online harassment and serves as a
legitimate, although ethically questionable, strategy for addressing GBV online.
Jane cautions, however, that engaging in digilantism can put activists at risk for
more online attacks and could “ultimately strengthen extrajudicial cultures online”
(Jane 2016, 292). Instead, Jane suggests that a hybrid approach combining
individualistic and collectivist approaches to activism and mobilization is imperative
to achieving the institutional reforms necessary to combat online violence.
Another form of feminist activism online that is becoming increasingly influential is
the use of hashtags on social media sites. A popular example of this strategy is
the #MeToo hashtag, which gained popularity in October 2017 and showcased the
sheer ubiquity of gender-based sexual violence in the workplace (Mendes,
Ringrose, and Keller 2018).
A different hashtag, #SolidarityIsForWhiteWomen, tackles the issue of race within
feminist movements. Coined by Mikki Kendall, the hashtag critiques mainstream
feminism’s centering of white women, and their safety and comfort, at the expense
of women of color (Kendall 2013). Loza (2014) writes that Twitter hashtags like this
one help build a “coalitional feminism,” one that recognizes difference without
essentializing it and fosters unity through concrete acts of feminist activism.
According to Loza, this is possible because social media enables “women of color
to speak to each other across borders and boundaries” (p.1). However, conducting
an analysis of tweets containing the hashtag, Holm and Castro (2018) observe that
many of the most engaged tweets were authored by white women with calls to
“listen and learn.” These tweets recentered white women in a discussion about the
silencing of women of color in feminist movements. As such, Twitter’s platform,
particularly its “inclusive design,” can sometimes lead to “a consensus-seeking
neutralization of the conflict” (Holm and Castro 2018, 331). This article reminds us
that platform affordances can both “democratize” discursive space and reproduce
power dynamics, a tension that shapes the political and activist potential of online
platforms.

CONSIDERATIONS FOR THE FUTURE
Addressing online violence against women and marginalized communities
requires “the active and careful participation of state and nonstate actors involved
in Internet governance” (Suzor et al. 2019, 86). It must be acknowledged that
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“while ICTs offered new avenues to commit GBV, they also provided the platform
to share information, network, and build user capacity to counter such violence”
(Baker 2018, 284). Emphasis must be on proactive strategies for prevention and
intervention rather than passive responses after harm has already occurred. ICTs
are already used to share information, raise awareness, and network across
geographic, cultural, linguistic, and other differences. These technological
capabilities can be applied to counter online violence and, in fact, already are
through formal and informal feminist initiatives.
There are clear gaps in the research surrounding GBV and ICTs, and this in turn
affects the way that policy is written. Both government legislation and platform
policies aimed at preventing digital violence need more broad-scale quantitative
data, especially to understand how the risk of online violence can prevent women
from taking advantage of potentially empowering uses of ICTs for fear of retribution
and harassment. Another area lacking crucial research is the experiences of
marginalized communities online and how these populations face unique forms of
violence that may require specific solutions. Additionally, scholars and policy
makers must interrogate the biases embedded in their research epistemologies
and methods, particularly the tendency to “assimilate the heterogeneity of diverse
contexts and to gloss over differences and cultural specificities” (Milan and Treré
2019, 324).
It is also necessary to take a careful look at where the available research and data
come from. Initiatives like the UN-backed EQUALS partnership are developed in
collaboration with tech companies—in this case, the GSMA—which means that
figures in the industry are both defining policy and spearheading research. Such
arrangements signal a possible conflict of interest; accordingly, we should be
concerned about a lack of regulation of their activities and a lack of transparency
about the implications of this lack of regulation for users.
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RESPONSIBLE DATA USE AND
PRIVACY
OVERVIEW
As digital infrastructure enables the production and collection of more and more
personal data, ethical concerns related to user privacy and the responsible use of
personal data by governments, online platforms, telecommunication corporations,
and other entities have become increasingly central to technological innovation
and related policy-making decisions. Use of personal technological devices, such
as cellphones and mobile apps, computers, and “wearables,” constitute one of the
main avenues through which user data are harvested (Arias et al. 2015; Binns et
al. 2018; Book and Wallach 2015; Rehman et al. 2015; Seneviratne et al. 2017).
As these technologies become increasingly integrated into everyday life, there is
also increased risk of irresponsible use of user data, which impacts users in ways
they may not be aware of. In fact, users are largely uninformed about how their
data are collected and used, partly because the entities that collect it often fail to
provide a clear explanation of their policies on data retention (International Data
Responsibility Group 2017).
It is clear that gender plays a significant role in the design and implementation of
ICTs so it should come as no surprise that forms of online surveillance are often
implicitly, if not explicitly, gendered (Van der Meulen and Heynen 2016). Already
vulnerable to safety threats online, women and girls face heightened risks to their
data privacy that often go unrecognized. Women are generally found to be more
concerned about online privacy than men but tend to possess fewer technical skills
related to personal data management and have lower self-confidence about their
skills (Park 2015; Rowan and Dehlinger 2014). When women do have these skills,
however, they are more likely to use them to engage in privacy protective behavior
(Hoy and Milne 2010). As such, the role of gender needs to be adequately
examined in the privacy and data protection discourse, not just as a single category
of analysis but as an analytical framework that helps illuminate how online
surveillance and data collection simultaneously articulate the dynamics of race,
sexuality, ability, class, health, and other gendered variables.
At the moment, there exists no consensus on approaches to data privacy and
protection, as well as responsible use of personal data. Government regulations
are either nonexistent, poorly implemented, or vastly different between nations,
particularly in developing countries (UNCTAD 2016). Regulations that do exist are
often outdated, having not kept pace with technological innovation and current data
practices used by the private and public sectors (Wu 2014). This lack of oversight
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complicates efforts to develop “standardised and scalable approaches to risk
management and data access” (Pawelke et al. 2017, 54). Beyond legal challenges,
pressing questions of data privacy in relation to platform design and practices of
data collection and use must be addressed. Thus, addressing the issue of
responsible data use and privacy is a twofold task: it means not only writing
comprehensive and standardized legislation around data privacy but also
rethinking how data protection is built into, or excluded from, platform designs, data
collection, and data analysis.
Using ethical concerns around the increased harvesting of user data as a point of
departure, this section addresses some of the key issues related to data privacy
from a feminist perspective, including the increasing collection of data, the
imperative for users to track their own data, the dangers of data-driven algorithms,
and alternative privacy and consent models for the collection and use of data. The
section also discusses possible approaches to these issues through both policy
and technological innovation.

WHY IT MATTERS
While earlier information systems also raised the question of responsible data use
and privacy, the rise of digital media and the internet has radically changed how
personal information is shared, collected, and understood, making data protection
a topical and contentious issue (Nissenbaum 2011). From a human rights
perspective, it is clear that users should have control over their own data and how
it is used by others, even as online environments make this right difficult to define
and protect. As such, it is imperative that technology and information policies take
fundamental human rights and societal concerns into account, including women’s
rights to online safety and privacy and the question of how the costs, benefits, and
risks of tech innovation get distributed.
Considering data protection through a feminist framework enables us to explore
how data can operate both as a social good and as a means to consolidate power
in the hands of a privileged few. Thinking intersectionally also expands the
conversation to include the cultural complexity and diversity of technologies and
digital practices as a factor in how individuals negotiate data privacy. Accordingly,
this section adopts D’Ignazio and Klein’s (2020) “data feminism” as an
intersectional framework to examine the ways in which “standard practices in data
science serve to reinforce … existing inequalities,” and how data science can be
wielded “to challenge and change the distribution of power” in a digitally networked
world (pp. 8–9). The tension between these two uses of data is what gives the
question of responsible data and privacy such importance. We must critically
interrogate data’s shifting relationship to power in order to ensure that data are
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used as a tool to reveal and dismantle systems of oppression that harm women
and marginalized communities.

KEY ISSUES AND TRENDS
The “datafication” of daily life
Technological innovation has undoubtedly increased the amount of information
available about people’s online behaviors, meaning that almost anything that users
do with digital technologies and media can be transformed into usable information
in the form of data (Van Dijck 2014). Online participatory culture, such as the
growth of content creatorship and social networking sites, has facilitated efficient
sharing of personal information by individuals and its subsequent collection by
governments, digital platforms, and other individuals. Van Dijck (2014, p.198)
writes that this culture has contributed to what many call the “datafication” of daily
life, or the transformation of “social action into online quantified data.” This shift
has profound implications for how individuals navigate social and economic
relations in digital environments, particularly the power dynamics between
themselves and the larger entities collecting their data.
While there are few studies comparing the collection of men’s and women’s online
data, we do know that the impacts of data collection vary widely based on gender.
For example, data-tracking apps that collect information about a woman’s
reproductive history can expose users to a wide variety of risks ranging from
privacy violations to public backlash. A 2016 Consumer Reports study found that
serious security flaws in Glow, a menstrual-tracking app with about 4 million users,
allowed fraudulent access to information, including whether a woman was
pregnant or if she had had any miscarriages or abortions (Beilinson 2016). In
building privacy safeguards and disclosing secondary data uses to users, app
developers should consider gender disparities in the risks people face if someone
accesses their private health information without their permission. The stigma
surrounding many possible reproductive experiences is much greater for women
than for men (Sen, Östlin, and George 2007).
Privacy concerns like these are highly relevant in the global South, especially as
tech giants seek their “next billion users” and countries grapple with how to
regulate the storage and reselling of user data by tech companies. A global
knowledge economy has developed that relies on the economic value of personal
data that have been produced and collected by digital technologies. Calling this
shift “surveillance capitalism,” Shoshana Zuboff (2015, 75) argues that this form of
datafication reflects a “logic of accumulation” that uses data to predict and modify
human behavior online for commercial purposes. This emphasis on the revenue
associated with the control of vast amounts of data is central to an analysis of
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Uber’s data practices in São Paulo (Firmino, Cardoso, and Evangelista 2019). The
researchers observe that the company’s reliance on surveillance through data
collection compounds their drivers’ precarious economic position because it
enables them to be watched both by Uber and by Uber’s partners and customers.
This dual surveillance, combined with Brazil’s poorly regulated labor market,
creates a perfect storm in which labor forces can be exploited through mechanisms
of extreme control. It is also worth noting that many Uber drivers in the global North
are immigrants from countries in the global South, which raises concerns about
how tech companies use economic disparities between countries and populations
to their advantage (Rosenblat 2018).
Conversely, data can be harnessed to resist or critique the ways in which
information is currently collected by governments and institutions. For instance,
Ricaurte (2019) discusses the citizen-led project Femicides in Mexico, which
provides detailed data on femicides, information that the Mexican government
does not collect or supply for public use. These data, including details about the
victim and the location of the crime, are compiled from news and media sources
and then visualized on an interactive map. Ricaurte (2019, 360) writes that the
project “provides an example of citizen resistance to the politics of governmentenforced invisibility against marginalized and vulnerable communities,” drawing
much-needed attention both to gender violence in Mexico and the government’s
unwillingness to take action. Another example includes Kimberly Seals Allers’s
creation of the Irth app, which combines crowdsourced data with social justice
principles (D’Ignazio and Klein 2020, 46). The app functions as a public information
platform and accountability tool for Black women’s maternal health. Users
contribute descriptions of their experiences at certain clinics or with particular
doctors to allow people from marginalized gender, race, and socioeconomic
backgrounds to look at the kind of maternal health care others like them
experience.
Ultimately, because data are treated as a commodity, they are necessarily tied to
global economic systems in which certain populations benefit at the expense of
others. Some have even referred to this relationship as “data colonialism,” arguing
that data from the global South are being extracted by tech companies in the global
North for profit, similar to colonial relationships of exploitation and control (Couldry
and Mejias 2019; Milan and Treré 2019). Ricaurte (2019) also emphasizes that
data collection is embraced by governments and other actors in the global South,
leading to internal forms of colonization. Regardless of how the issue is framed,
there must be critical attention to how these systems of surveillance and data
collection operate unevenly across geographies and identities and serve to
advance particular interests.
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The rise of self-tracking
As governments, telecommunication corporations, and digital platforms monitor
and collect people’s personal information, individuals have also begun to use the
same technologies to record features of their lives for their own uses. Referred to
as self-tracking, this form of data collection, commonly facilitated through mobile
apps, is usually used by individuals to improve their lives in some way. Examples
include mood-tracking apps, where users input information describing their
emotional state and mental health, and apps that help users track their spending.
In fact, sociologist Deborah Lupton (2016) estimated that in 2016 there were well
over 160,000 tracking mobile apps available on the market and that health and
fitness-related apps, such as those that track biometric data like calories
consumed or miles run, were most popular in terms of downloads. “Wearables,” or
mobile sensors that can be attached or worn on the body, such as Nike’s Fitbit,
are also common ways of tracking physical health data.
It is important to distinguish self-tracking from other forms of biometric surveillance
that produce data that cannot be controlled or accessed by the individual, such as
the full body scanners frequently used at US airports (Vaughan 2015) or
Bangladesh’s recent decision to require biometric registration, primarily
fingerprints, for all mobile phone users (Ahmed et al. 2017). These examples are
often described as necessary to ensure public or national security, whereas
biometric self-tracking is usually carried out for personal use.
Most responses to self-tracking technologies have been positive, with doctors
praising telehealth apps for enabling them to treat patients at a distance and
patients themselves appreciating greater control over their own health (Elias and
Gill 2018). The impacts of these forms of self-monitoring can be seen, for example,
in the growing cultural consensus in the global North and beyond that positions
expectant families, and particularly women, as “health conscious subjects”
(Johnson, 2014, p.330). Complicating the notion that self-tracking is voluntary, this
places a social imperative on pregnant women to take on more and more of their
own health-related care by tracking the minute details of their physical health
during pregnancy. While these documentation processes can provide a sense of
reassurance for women (Lupton and Pedersen 2016), apps that provide health
information and enable users to track their pregnancies often shore up a “default
heteronormativity,.. visible in the apps’ technical, aesthetic, and therapeutic
design” These design standards “assumes that users conform to heterosexual and
gendered norms,” thereby excluding LGBTQ users and their families (Ley 2017,
104).
This observation supports Lisa Nakamura (2015)’s argument that biometric
surveillance serves to reinforce not only normative notions of embodiment but also
hegemonic social norms. She argues that biometric forms of monitoring serve two
functions: “to regulate, define, and control populations, and to create new
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gendered, racialized, abled, and disabled bodies through digital means” (p. 221).
Biometric surveillance, such as facial or voice recognition, often “fails” at reading
bodies that do not conform to normative standards of embodiment. For instance,
trans and gender nonconforming people experience particular problems with
biometric and human border security because their bodies and identities are
commonly read as deceptive by machine surveillance (Beauchamp 2018). Nonnormative bodies and subjects, then, are produced as both invisible and
hypervisible, thereby rendering them accessible for various forms of state and
extra-state intervention.
Ultimately, self-tracking technologies are changing how individuals interpret and
negotiate their experiences of health and self-identity. While these practices
enable people to closely monitor their health and change their behavior for more
favorable outcomes, some scholars worry that these technologies cause
individuals to internalize the same reasoning that drives data harvesting online—
namely, logics of control and quantification (Gutierrez 2016). De Souza, for
instance, suggests that the practice of self-tracking produces “the ideal neoliberal
citizen: the self-optimizing individual who voluntarily monitors, measures,
regulates, and collects biometric data … taking control of their own bodies on a
minute and detailed level” (De Souza 2013). The individualist rhetoric of selftracking shifts the management of health away from institutions like health care
systems and health-focused NGOs toward individuals themselves. Thus, as the
market for health wearables expands in low- and middle-income countries and
development initiatives position health-monitoring technologies as a means of
improving health outcomes and health literacy among their target populations (see,
for example, UNICEF’s Wearables for Good program [Palmer and Gershbein
2017]), we must think critically about how these technological practices may place
an undue and unsustainable burden on the individual.
The unintended consequences of algorithms
Algorithms structure human activity online—they create personalized
advertisements, recommend news articles, and match individuals on dating apps,
among a wide (and growing) variety of other functions. One consequence of the
increased role of algorithms in contemporary life is the risk that systems of
oppression that affect how we negotiate social relations offline will seep into the
digital architectures of our online lives. Although algorithms are covered in the
“Access, use, and inequality” section of this report, they are also tied to issues of
data privacy and security. Algorithms perform calculations and provide results
based on the datasets that humans supply them. This means that algorithms
reflect inequities that are present in data to begin with and reinforce these biases
in the results they give us.
Accordingly, Megan Garcia (2016, p. 112) defines algorithmic bias as, “When
seemingly innocuous programming takes on the prejudices either of its creators or
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the data it is fed.” Often, algorithmic biases result in part from unequal
representation of women and minorities in the training datasets used to create
artificial intelligence (AI) models. As a result, for example, women may be denied
loans and credit (Vigdor 2019), their economic growth may be hampered, or
speech recognition programs may misidentify words spoken by Black people at
much greater rates than for white people (Koenecke et al. 2020). Sofiya Noble’s
concept of “algorithmic oppression” refers to this phenomenon, in which racist and
sexist search results, targeted marketing, and other forms of algorithmic data
exploitation are not glitches in a purportedly unbiased information system but
fundamental features of the operating system of the web (Noble 2018).
Algorithmic bias is also frequently intertwined with digital platforms’ commercial
aims. Using beauty vlogs as a case study, Bishop (2018) explores how YouTube’s
algorithms create “a discriminatory hierarchy of vloggers, favouring middle class
social actors who make highly gendered content aligned with advertisers’ demands
and needs” (p. 69). Videos made by content creators who adhere to normative
performances of femininity are bumped up in search results and recommended
video lists and are thus made particularly visible on the platform in an attempt to
cultivate concentrated markets. More visibility, of course, translates to more
viewers, which is economically beneficial for both vloggers and advertisers. In this
way, an algorithm contributes to the classed and gendered stratification of certain
content genres, guiding women toward “commercially recognizable feminized
content” (Bishop 2018,p. 81).
Efforts to address these biases include retraining algorithms using more inclusive
datasets, altering algorithmic associations to reduce gender bias, and investigating
the ways that predictive algorithms trained on data from a world of racial,
socioeconomic, and gendered disparities will co-create and perpetuate those
same disparities (Noble 2018). These efforts must look both at the functions of the
algorithm in relation to its inputs and at the meanings that the algorithm’s
operations have in the broader sociocultural context in which it works. However,
as D’Ignazio and Klein (2020) note, trying to interrogate the biases embedded in
algorithms is akin to confronting a black box: most algorithms are proprietary, and
training datasets are rarely made public. Given that the use of consumers’ user
data in algorithmic decision making is rarely transparent, there is a need for further
study of the kinds of influence that gendered internet use patterns can have on
algorithmic biases, especially because algorithms use past behavior to predict, and
often constrain, future behavior (D’Ignazio and Klein 2020, 55).
Rethinking privacy online
While the right to privacy and consent are inscribed within legislation, regulations
about how these rights are applied in ICTs are either patchwork or not yet in place.
According to a 2016 report released by the UN, countries largely fall into one of
three categories: having no data protection legislation, having legislation that
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includes significant gaps and exemptions, or having legislation that allows
businesses to determine the scope of data protection that they offer (UNCTAD
2016). Given the global nature of ICT networks, the UN advocates for cross-border
collaboration to generate truly effective data regulations “as a way to create an
environment that is more predictable for all stakeholders involved in the information
economy and to build trust online” (UNCTAD 2016, xi). However, achieving such
collaboration will be difficult unless all stakeholders are consulted, a virtually
impossible task in light of the ubiquity and far-reaching nature of ICTs.
In the meantime, global networks of experts and organizations are collaborating to
develop working suggestions for responsible data principles and standards, such
as the International Data Responsibility Group. In its annual report, the group
outlined three recommendations for data privacy protection moving forward:
putting “privacy by design” into action; focusing on responsibility in data use; and
centering transparency, trust, and user control. According to the report, in a
practical sense “privacy by design” means actively addressing privacy across a
project’s “architectural, governance, and operational dimensions” as a structural
design principle (International Data Responsibility Group 2017, 13). Beyond these
design considerations, the group calls for improving data governance by, for
example, establishing internal standards to do no harm and being more
transparent and accountable about how and why data are collected.
Government and private sector regulation are just one way to approach data
privacy, however, and feminist interventions, though few and far between, tend to
argue that the basic notions of privacy and consent in a digital environment need
to be further interrogated. One solution proposed by Danielle Leong (2017) is
“consensual software,” whereby software gives users the information they need to
make informed, consensual decisions and does not assume implicit consent for
any of the software’s operations. Consensual software departs from current
designs because it is based on the principle of opting in instead of opting out.
According to Leong, this approach increases not only digital literacy but also
transparency.
However, Leong’s model still operates on a framework of notice-and-consent
requiring that individuals be notified and give consent before their data are
collected, something that other feminist scholars have challenged. Fundamental
to notice-and-consent models is the idea that privacy and consent are individual
rights that belong to sovereign subjects, obscuring the reality that these concepts
are negotiated as functions of power relations between groups of people. Instead,
Nissenbaum (2011) points out that notice-and-consent models operate on the
assumption that individuals are able to freely choose what they do or do not want
to do online. In reality, there is no opting out in a networked society—doing so may
result in individuals losing services and resources integral to, for example, finding
work or connecting with friends. Critiquing notions of digital environments as
entirely separate from our material lives, Nissenbaum (2011) suggests that privacy
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protocols online should largely follow the social norms of discretion that structure
our offline lives in order to “[partition] information along contextual contours rather
than along lines of corporate ownership” (p. 44). So if a digital platform refers to
itself as a book retailer, for instance, then that platform would be expected to follow
the same privacy norms as a brick-and-mortar bookseller.
In a similar vein, Weinberg (2017) also critiques the idea of privacy founded on
individualism because, as she remarks, “concerns over individual privacy rights
tend to obfuscate how information technologies produce profit … through the
aggregate of anonymized data from all users” (p. 16). Although individuals can use
privacy rights discourse to access legal recourse, Weinberg argues that
approaches to data protection must consider privacy as a collective, social
condition in order to fully address how data collection largely functions online—
that is, through the mass collection of relatively anonymous data which is ideally
suited for “the masking of inequality … and for the multiplication of profit-making
tools and techniques, which can escape audit, regulation, and social control”
(Appadurai 2015, 102). As such, feminist perspectives on data protection shake
up many of the underlying assumptions built into existing legislation; urge us to
think about how data collection impacts users collectively, although not always
equally; and offer new routes for implementing regulatory measures in ways that
support digital equity initiatives.

CONSIDERATIONS FOR THE FUTURE
Despite the increasing attention to and urgency of protecting online data, how this
could be “appropriately, enforceably, and effectively achieved in the borderless
virtual world of the internet with the shifting landscape is a big challenge” (Wu 2014,
150). Many of the issues surrounding data privacy boil down to the fact that data
are political. Digital technologies are connected with a political economy of data
exploitation, and there are numerous institutional and ideological forces shaping
the production and use of data. However, as Hesmondhalgh (2010) has stressed,
we cannot erase the cultural complexity of digital and online practices by
understanding data simply as a commodity. Data can be used for social good, as
with the Irth app discussed earlier, and be harnessed for resistance and activist
purposes, exemplified through the Femicides in Mexico project. Data techniques
like statistical modeling, crowdsourcing, and data visualization are powerful tools
for fighting inequality, encouraging civic engagement online and offline, and
building progressive movements. As such, these uses open up new possibilities
for technological sovereignty and data agency.
Moving forward, it may be useful to shift our thinking from responsible data use to
accountable data use. The notion of accountability implies a more active, concrete
engagement with the ramifications of data collection and use and demands
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structural changes to data governance. D’Ignazio and Klein (2020) model this
paradigm in their book Data Feminism by including a section titled “Our Values
and Our Metrics for Holding Ourselves Accountable.” This collaborative document
describes the shared feminist values that shape their project and outlines how the
authors developed a set of metrics for effectively measuring the extent to which
those values were represented in their published book. For example, D’Ignazio
and Klein wished to center the experiences of people of color and set an
aspirational metric: 75 percent of the feminist data projects they discussed would
be led by people of color. The authors created the metric before the research and
writing process, consulted it after finishing the first draft of the book, and consulted
it again after completing the final draft. In the end, they found that only 42 percent
of the projects they considered were led by people of color. This metric served as
a tool to keep the authors accountable to their feminist values through the project,
and including it in the book provides a transparent account of the project’s
successes and failures. In the end, D’Ignazio and Klein remark, “Values are not
enough. We have to put those values into action and hold ourselves accountable
time and time again,” which is a reminder that all digital stakeholders and users
could benefit from (p. 221).
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DATA GOVERNANCE
OVERVIEW
As AI technology, Big Data, algorithms, and policy and lawmaking practices
undergo continual development, the way our data are collected, managed, and
governed foreground existing power relations (UNDP 2019; EQUALS 2019). In the
context of data governance, a complex network of policy regulations, laws,
stakeholders, and institutional and corporate actors negotiate about power
structures, control over data, and uses of data (UNDP 2019; Janssen et al. 2020;
NetMundial Initiative 2014). Data governance and its concomitant power
hierarchies, as well as a lack of responsible data collection, affect marginalized
populations disproportionately (Gurumurthy and Chami 2017; Janssen et al.
2020). For example, a study on Singapore and female leadership in tech found
that women’s tech leadership was overall viewed negatively (Dutta 2018).
Similarly, out of 32 OECD countries, only 4 view the advancement of e-inclusion
as one of the 15 most pressing objectives. Overall, this objective is ranked second
to last in the priority pool and projected to still come in only 13th in 2022 (OECD
2017). Similarly, the UN’s SDG report indicates that only 10 of the “54 indicators
for gender equality are rated as ‘reliably monitored’ at the global level” (Rose
Taylor 2020, 9; UN Women 2020b).
The digital inclusion of populations marginalized by factors such as age, ability,
sexual orientation, gender identity, or race is currently generally not understood as
an essential objective within policy making and data governance (Clarke 2020;
Stone and Calderon 2019). In line with this, Rose Taylor notes that existing policies
are not conceived with marginalized populations and equitable opportunities in
mind. Instead, they are established to maintain and contain power for those who
already have it. This situation reflects a lack of data visibility or women and
minorities at the level of policy making (Rose Taylor 2020).
Janssen et al. (2020) define data governance as the ways in which organizations
and their personnel define, apply, and monitor “the patterns of rules and authorities
for directing proper functioning of, and ensuring the accountability for, the entire
life-cycle of data and algorithms within and across organizations.” Thus data
governance is “about allocating authority and control over data” (Janssen et al.
2020, XX). It “defines decisions on the roles of managing, policies and procedures
that control data assets” (Busobozi and Kalema 2017, 5; Holmes 2016).
An intersectional approach to rights-based data governance must consider not
only the data itself, but also how data are collected, managed, and ultimately used
(Janssen et al. 2020). Inclusive data governance should follow the FAIR principles,
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meaning that data should be “findable, accessible, interoperable, and reusable”
(Stone and Calderon 2019).
To fully understand how gender and data governance interact, we must consider
how the data we share are used, who benefits from the current distribution of power
over ICTs and the different uses of ICTs, and what role civic engagement plays in
these processes (Bouzguenda, Alalouch, and Fava 2019). It is also essential to
investigate how the Fourth Industrial Revolution can harm some communities more
than others, as well as what factors impact the drafting of public and private ICT
policies and legal frameworks.

WHY IT MATTERS
While responsible and gender-sensitive data collection is central to responsible
data governance, current digital policies and legal frameworks rarely create safe,
enabling, and empowering environments for marginalized populations. A
UNESCO survey on the digital inclusion of low-skilled populations in low- and
middle-income countries found that low levels of digital literacy in conjunction with
complex user interfaces can prevent users from participating in the benefits of
ICTs, particularly those technologies that were created to promote inclusion and
digital participation (UNESCO 2018). Issues with existing data governance and the
large number of flawed regulatory proposals highlight the difficulty of establishing
viable and equitable data governance solutions (Bouzguenda, Alalouch, and Fava
2019). A rights-based approach to gender in the context of data governance and
policy making allows for the development of trustworthy, fair, and accountable data
practices that are in accordance with context-specific needs (Stone and Calderon
2019). Gurumurthy and Chami (2017) call for the inclusion of more intersectionality
in rights-based research as a way to mitigate online gender disparities and
establish data privacy and safety laws that will protect the most marginalized
populations and their data rights.

KEY ISSUES AND TRENDS
Producing smart citizens
“Smart cities” are the fusion of technology and the urban landscape (Yigitcanlar et
al. 2019), with urban spaces being “hubs of technological innovation as opposed
to cities of sustainable development” (Bouzguenda, Alalouch, and Fava 2019, 47).
While the smart city was initially conceptualized in relation to the environmental
challenges of urban life, it is now primarily understood in the context of ICTs. Lips
(2020) notes that the social well-being of those living in smart cities rests on
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information systems being “distributed, transparent, trustworthy and usercontrolled” (p. ). It is therefore critical that governments act on the principles of
responsible data and policy transparency, while ensuring each citizen’s right to
personal data privacy, ownership, and autonomy. That said, the World Economic
Forum (2017) has observed an increase in countries’ efforts to create shared smart
city policies, regulations, and systems, particularly in Estonia, India, Singapore,
and the United Arab Emirates.
Singapore’s GovTech initiative showcases the potential of smart cities to improve
society. Participatory and user based, GovTech incorporates artificial intelligence,
robotics, and blockchain to identify the “most beneficial products and services for
citizens” (World Economic Forum 2017). The Singaporean government has also
created the Technology Skills Accelerator Project (TeSA), a tripartite initiative
aimed at developing ICT professionals’ digital skills. The Rwandan government is
part of a public-private partnership that has reduced the cost and timeline
associated with the delivery of government services while increasing the services’
transparency and efficiency (World Economic Forum 2017).
A study of female leadership in STEM fields in Singapore found that traditional
Confucian cultural values, which identify men as household providers, result in
men’s being disproportionately represented in STEM careers. Accordingly, women
working in STEM fields reported that female leadership was “not appreciated.” The
study notes that, of the 52 female participants, only 4 held at least a low- to midlevel leadership role (Dutta 2018). In failing to recognize these realities,
Singapore’s smart city and society model neglects the normative and educational
challenges that women face when trying to obtain ICT employment, capabilities,
and leadership positions.
The effects of AI on talent recruitment
Issues surrounding data governance include algorithmic biases in AI-based talent
recruitment programs, where AI video programs, such as WePow, HireVue, and
SparkHire, analyze candidates’ emotions, eye movements, voice cadence, and
age and then suggest the most suitable candidates for the position to be filled.
Aside from consent and data privacy issues, such AI-based programs are racially
biased and often misinterpret and miscode candidates’ expressions, such as voice,
inflection, and accents (Fernández and Fernández 2019). Further, there is
evidence that the racially biased processing of biometric data collection can
prevent racialized groups from accessing the same employment opportunities as
non-marginalized and non-minority candidates (Cook et al. 2019; see the sections
“Access, use and, inequality” and “Effects of a global pandemic: COVID-19” in this
report).
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From identity to digital identities
A growing number of countries rely on ICTs and AI to provide government services
to citizens (World Economic Forum 2017). When governed responsibly and
consensually, AI can bear significant societal benefits, especially in terms of
mitigating inequalities in health, education, and governance (UNDP 2019). In
Japan, for example, the standardization of bilateral and trilateral collaborations
between and across actors has led to an increase in cybersecurity and intelligence
sharing. Similarly, Germany instigated a legal framework in 2015 aimed at tackling
cyberterrorism through advanced ICTs (World Economic Forum 2017).
While Big, Open, and Linked Data (BOLD) can lead governments to analyze the
behavior of individuals, increase control, and reduce privacy BOLD can also help
governments foster relationships with their citizens, other governments, ICT4D
agencies, and corporate stakeholders that are based on the principles of fairness
and transparency (Janssen et al. 2020).
Aadhaar, one of the largest biometric-based digital identity systems in the world,
has attributed more than 1.15 billion unique identities to Indian citizens since 2009
and provided them with digital access to government services. Given that
marginalized populations in India often lack personal identification and as a result
are excluded from accessing health services, education, and government benefits,
Aadhaar’s service has been especially beneficial to those who were previously
unable to access many government services (World Economic Forum 2017).
Nevertheless, Gurumurthy and Chami (2017) observe that practice diverges from
theory. The researchers note that, in Gujarat, women were denied access to
maternity entitlements because “their biometric authentication failed due to errors
in linking their personal information with their unique ID” (Ibid.). Owing to a system
error and the absence of data policy frameworks, these women were left without
the support to which they were legally entitled.
Similarly, China collaborated with Sesame Credit to develop a national “social
credit system, which ranks the level of trustworthiness of every citizen” (Gurmurthy
and Chami 2017). As part of China’s plan to create a fully digital government,
China’s credit system aims to contain all government and citizen information,
including minor traffic violations, which it then uses to determine credit limits for
loan applicants. Unsurprisingly, this approach has proven to be highly
controversial. Not only does such a system infringe on citizens’ privacy rights, it
can also result in increased policing as well as social and economic exclusion for
some citizens. Furthermore, Gurumurthy and Chami estimate that, in the absence
of data protection laws, increased national surveillance can and will lead to an
increase in the policing of women’s bodies. This is especially true in the global
South, where cultural norms often outweigh data protection laws (Gurumurthy and
Chami 2017).
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The politicization of women’s bodies
The large-scale collection of personal and health data can impose significant and
potentially negative consequences, especially for women and other minority
groups (Corple and Linabary 2020; Gurumurthy and Chami 2017). Online Big Data
tends to be perceived as “disembodied and place-less,” which reduces people’s
data privacy concerns in online environments (Corple and Linabary 2020).
However, within digital environments, the body persists and becomes a “body-asinformation.” The “datafication of the body” occurs regardless of whether digital
users opt in or out of having their data collected. Especially problematic, the
researchers note, is the misuse of data by menstruation-tracking apps and similar
health apps that make users’ data available to third-party entities (Gurumurthy and
Chami 2017; Mitchell and Thurtle 2013).
Similarly, Levoplant, a contraceptive microchip endorsed by Bill and Melinda
Gates, was found to have a negative impact on women’s lives (Gurumurthy and
Chami 2017). Designed for women in the global South, Levoplant is a slow-release
hormonal microchip that can be activated and deactivated remotely (Homewood
2016). While Levoplant claims to give women control over their bodies, how it is
controlled remotely and what personal information is being stored and used by the
microchip manufacturers (Shanghai Dahua Pharmaceutical n.d.) have not been
fully disclosed to users (Homewood 2016).
Patient information remains unregulated online
According to Busobozi and Kalema’s (2017) research on the quality of patient data
in South African health organizations, health-related data governance is
challenged by poor data management practices, a lack of data standardization,
and the collection of low-quality data. This issue is not limited to the global South.
Examining the data governance challenges related to the retrieval of personal
health information (PHI) in the United Kingdom, Winter and Davidson (2019)
observed recent nonconsensual data transmissions of patients’ PHI. In the case
of the Royal Free London NHS Foundation Trust, the researchers discovered that
PHI data were migrated to a subsidiary of Alphabet without patients’ consent, in
violation of the contextual integrity of the data. Winter and Davidson further imply
that because patients were not given the choice of opting out from this data
transfer, patients were precluded from engaging in an informed discussion about
the use of their data.” Given the lack of data use regulations and cybersecurity, the
researchers suggest that data governance needs to be used in a way that is
“consistent with patient consent” while offering an “ethical oversight of PHI data”
(Winter and Davidson, 20,49).
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CONSIDERATIONS FOR THE FUTURE
Overall, there is a need for transparent, standardized, gender-sensitive, and userbased data governance. To understand inclusivity and privacy laws, more applied
research should be conducted on the challenges and opportunities of Big and
Open Data for governments and citizens (Bouzguenda, Alalouch, and Fava 2019).
One example of a successful data protection and privacy framework is the
European Union’s General Data Protection Regulation (GDPR), initiated in 2018,
which regulates data sharing (European Parliament and Council of the European
Union 2016). Similarly, the World Economic Forum foundation proposes several
participatory and inclusive policies to mitigate the issues surrounding data
governance. These include promoting inclusive policies at the government level,
developing new approaches to policy making through crowdsourcing, and
generally increasing trust in governments through rule making processes that are
more participatory and inclusive (World Economic Forum 2018b).
Even though quantifiable data can render visible the challenge that marginalized
populations face (Janssen et al. 2020), existing studies on policy analysis generally
lack intersectional considerations. As Levac and Denis (2019) note, “data
disaggregation by gender is often omitted from published research results,
particularly its intersection with such other variables as age, Indigeneity, (dis)ability
and racialization” (p.14). To address this issue, future research should be attentive
to intersecting identities and consider an increasingly rights-based approach to
data collection (Janssen et al. 2020).
There is also a need for increased data transparency, with rules that make it clear
who has access to what data. Furthermore, rules regulating and defining data
ownership must be carefully scrutinized and continuously reevaluated in order to
adapt to ever-changing technologies and forms of data collection. Finally,
intersectional policy recommendations that respond to a more diverse set of needs
can help to ensure that data are ethically, transparently, and justly governed
(Gurumurthy and Chami 2017).
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THE FUTURE OF WORK
OVERVIEW
Rapid technological innovation, globalization, demographic shifts, and geopolitical
developments are posing unprecedented challenges to local, regional, and global
economies and the workers embedded within them (World Economic Forum
2018b). The transition to economies that rely on digital environments, labor
markets, and skills has transformed economic geographies, enabling those from
across the globe to connect with one another in ways that reflect the capabilities
and exclusions of digital technologies. In 2017 the majority of the world’s
population became connected to the internet, making connectivity a standard
rather than an exception (Roser, Ritchie, and Ortiz-Ospina 2015). Still, this means
that half of the world lacks access, so it is crucial to understand what the increasing
digitization of the economy means for those at the geographic, social, and
economic margins of society.
There are clear economic benefits to having businesses and individuals connected
through global networks of ICTs. Digital connectivity results in greater access to
economic markets across the world, more efficient delivery of goods and services,
heightened labor productivity, increased economic competition and technological
innovation, and more global trade partnerships, among other benefits (World
Economic Forum 2016). It is argued that connectivity and the emergence of digital
economies is instrumental to women’s economic empowerment, making it easier
for women to earn an income even if they are excluded from traditional labor
markets. According to the World Bank, this is particularly relevant for women living
in developing countries, “where cultural bias, mobility restrictions, security, and
time limitations often prevent women from taking their rightful place in the
workforce” (World Bank 2015). As such, ICTs have the potential to change the
composition of the global economy and labor market, improving the economic
position of women and marginalized populations.
At the same time, these widely noted advantages must be weighed against issues
of access to and control of ICTs, a topic discussed in the “Access and inequality”
section of this report. Because women have, on average, less access to digital
technologies and fewer digital skills, the rise of digital economies may serve to
further enforce gender inequality. This possibility reflects the different forms of
structural power associated with and designed into ICTs. As academic Mark
Graham (2019, 7) notes, “Because people have very different types of control over
the modes and methods of connectivity, ICT does not necessarily shrink distance
or bring a digitally shared space into being.” In other words, even if someone does
have access to the internet and digital technologies, that person may not be able

50

Gender and Technology

to use that access to improve their economic standing in the same ways that
someone of a different social position and geographic location might. As such, it is
important to develop a contextual, grounded, and intersectional analysis of digital
economies that considers both the advantages and disadvantages of digitally
mediated work and identifies who gets to benefit from these developments and in
what ways.
With this approach in mind, this section will discuss several questions: How does
digitization impact employment rates and the types of jobs available? Which skill
sets are needed to perform these jobs? Does the distribution of these skill sets
reflect social inequalities, and how can these structural biases be addressed? How
do platform and gig economies impact workers and their lives? And how should
social regulations and worker protections in digitized work environments be
enforced? These issues and trends will be considered through a feminist lens,
using examples and case studies that center gender in order to reveal how digital
technologies are impacting women’s abilities to navigate the future of work.

WHY IT MATTERS
A greater focus on the experiences of women and marginalized communities in
digital economies is sorely needed to effectively regulate these new economic
domains in ways that ensure that everyone can engage equitably in digital
economies. There are a growing number of signs that gender is an especially
crucial and complex variable in online economies. According to researchers Abigail
Hunt and Emma Samman (2019), these signs include the growth of digital
economies in areas of gendered labor where women are disproportionately
concentrated, such as service and domestic work; the continued presence of
gendered digital divides, which affect women’s ability to capitalize on digital
economies; and indications of gender inequalities in online work that present in
new digitally facilitated ways. Furthermore, most of the information and data
regarding digital economies comes from the global North and high-income
economies, with the result that we know relatively little about the impacts of
digitization on lower-income economies (Graham 2019). These huge gaps in
research affect how regulatory legislation and policy are written (and not written),
which must be interrogated with the knowledge that “digital information, services,
and goods are always embedded in, and part of, broader sociotechnical systems”
(Graham 2019, 2).
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KEY ISSUES AND TRENDS
Expanding network connectivity
As the speed of technological innovation has increased, many scholars,
policymakers, and industry pundits have identified a Fourth Industrial Revolution
that “will fundamentally alter the way we live, work and relate to one another”
(Schwab 2016, 1). According to World Economic Forum founder Klaus Schwab,
who coined the expression, a key feature of the Fourth Industrial Revolution is a
fusion of digital, physical, and biological technologies that makes it difficult to fully
separate digital environments from physical ones. Schwab (2016, 12) remarks that
this shift “creates a world in which virtual and physical systems of manufacturing
globally cooperate with each other in a flexible way.” Examples include the
adoption of virtual assistants that rely on artificial intelligence, like Apple’s Siri, and
the widespread reliance on the video conferencing software Zoom for virtual
education in the wake of the COVID-19 pandemic. These examples rely on basic
access to global communication networks, such as the internet and other ICTs—
something that is not yet guaranteed for all.
This gap has been recognized by government institutions, NGOs, and corporations
that have established initiatives to connect the world’s poor and those living in rural
and remote areas to global networks (Friederici, Ojanperä, and Graham 2017;
Galperin and Viecens 2017). These include Alphabet’s Loon, a project that uses
high-altitude balloons to create aerial wireless networks in rural areas, and
Internet.org, a partnership between Facebook and six network services firms, that
employs a combination of free apps and unmanned aircraft to deliver internet
access to remote areas. Based on the logic that increased connectivity spurs
economic growth and inclusive development, both plans make Africa a priority
region (Graham 2019). Though this reasoning is true to some extent, Friederici,
Ojanperä, and Graham (2017) point out that evidence of the impacts of the internet
and other ICTs on economic development and inequality is inconclusive. In fact,
they state, “There is even indication that connectivity can exacerbate, rather than
limit, existing inequalities” (Friederici, Ojanperä, and Graham 2017, 15), citing
studies finding that the effects of ICTs are interdependent with skill levels, usage
patterns, initial class disadvantages, and other factors. This claim is echoed in
Humer’s (2011) study on ICT use and gender inequality in sub-Saharan Africa,
which argues that ICTs may help women become financially independent but will
not change the sociocultural environment that restricts women’s ability to capitalize
on digital technology.
Other studies show more positive outcomes stemming from increased
connectivity, particularly when examining how ICTs have helped women
economically in absolute terms, irrespective of whether or not men benefited more.
For example, when a locality in South Africa received network coverage, the
employment rate increased by 15 percent, mostly owing to the greater employment
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of women (Klonner and Nolen 2010). Relatedly, in Kenya, Suri and Jack (2016)
found that access to mobile money services helped 196,000 households, mostly
headed by women, out of poverty, largely because the services enabled 184,000
women to switch from agricultural jobs to higher-skilled and higher-paying jobs.
Overall, investing in expanding connectivity may be a quick and relatively costeffective way of expanding economic opportunities for women (Auriol and
Gonzalez Fanfalone 2014), even if this approach does not address the structural
factors in the way of women’s advancement.
Nevertheless, it is important to think critically about the fact that these initiatives
are not solely purposed to connect individuals in ways that expand their freedoms
and enable them to achieve their capabilities (Sen 2001). They also facilitate the
growth of new markets sparked by increased digital access. Particularly because
many of these projects are led by private corporations that are interested in
profiting from emerging markets, we must ask, who stands to benefit most from
this expanded connectivity? Quoting the Feminist Principles of the Internet
(available at https://feministinternet.org/en/principles), Jac sm Kee urges us to
“‘[interrogate] the capitalist logic that drives technology towards further
privatization, profit and corporate control,’ to understand … emerging forms of
circulation of capital that may act to exacerbate or narrow inequalities” (Kee 2017,
85). The Fourth Industrial Revolution has encouraged connectivity to be
understood as a universal good that benefits women’s economic empowerment.
However, the impacts of expanded ICT access are much more complex than many
realize because they intersect with a myriad of structural factors that affect who
benefits from the Fourth Industrial Revolution and why. Ultimately, more rigorous
research is needed to truly assess the varied impacts of this trend across different
populations.
Displaced jobs and unequal opportunity
Another key characteristic of the Fourth Industrial Revolution is the increased role
of technology and automation in job tasks and work environments. Debates
surrounding technology-facilitated work and automation via machines are often
polarizing. Many point to the beneficial role of technological innovation in the labor
industries, including a decrease in jobs consisting of repetitive and menial tasks,
the creation of higher-skilled jobs, access to more economic opportunities, and
financial empowerment and independence (Sinha 2018). While some embrace
these new opportunities, others fear that the speed with which technological
innovation is occurring means that more and more jobs are becoming automated,
leading to job loss (World Economic Forum 2016). As such, there is the possibility
that digital economies, at least in the short term, will destroy more jobs than they
create (Degryse 2016).
However, the World Economic Forum (2016, v) notes that this possibility is “highly
specific to the industry, region and occupation in question as well as the ability of
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various stakeholders to manage change.” Certain fields, such as service jobs and
those requiring fewer technical skills, are more susceptible to machine automation
(Florito, Aneja, and Beneke de Sanfeliu 2018). Because these fields are typically
highly gendered, automation has differential effects on men and women, leading
women to face higher risk of unemployment (Florito, Aneja, and Beneke de
Sanfeliu 2018). Geographic location also plays a role—easily automated jobs are
frequently outsourced from the global North to the global South, rendering the labor
markets of low- and middle-income countries increasingly precarious. The World
Bank has estimated that the share of jobs at risk of automation is strikingly higher
in the global South: 85 percent of all jobs in Ethiopia are at risk, compared with an
average of 57 percent of jobs in the OECD (Frey and Rahbari 2016).
Of course, these figures are even grimmer when gendered skill gaps are taken into
account. Because of education gaps, domestic responsibilities, and sociocultural
norms, women are frequently relegated to lower-skilled jobs that are more easily
automated (Florito, Aneja, and Beneke de Sanfeliu 2018). For example,
Sharmistha Sinha’s (2018) study of the gendered digital divide in India reveals that
women must be not only literate but also must possess “critical and analytical skills
to make sense of the vast amount of information available, make informed choices,
and safeguard one's security and privacy” (p. 302). Beyond lack of education and
digital literacy skills, women also face social barriers in gaining decent
employment, such as lack of family support, social stigma, and safety issues. For
these reasons, women in India are typically confined to a limited number of job
sectors, primarily in manufacturing and services, where “even if there is access to
digital technology, there is very little scope to leverage it for economic purpose”
(Sinha 2018, 303).
In response, women’s entrepreneurship development (WED) programs aim to
address both education and skill gaps and give support and resources to women
navigating restrictive sociocultural norms (ILO 2008; UNCTAD 2014). UNCTAD
(2014) situates women’s entrepreneurship as a key means of increasing gender
equality through the creation of employment opportunities that generate economic
growth and reduce poverty levels. Once again, however, the beneficial impacts of
these programs are not yet fully clear. Guihuan (2005) identifies a number of
benefits linked to businesses run and owned by women, including increased
likelihood of repayment on microloans, alternative management styles, and
increased self-confidence. However, a recent study questions the neoliberal
discourses women must subject themselves to in order to benefit from these
programs (McCarrick and Kleine 2019). McCarrick and Kleine (2019) observe that
WED reinforces ideas about the ideal entrepreneurial woman, one who is flexible,
self-reliant, and motivated, and “moves explanations for inequality away from
structural factors and places it on the shoulders of the individual” (p. 111). In turn,
the logic underlying these programs neglects the systemic changes necessary to
create long-term change.
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This critique of the neoliberal framing of WED programs is echoed by Tim Unwin
(2017), who argues that the primary purpose of expanded ICT access and use is
economic development and the growth of labor markets, rather than reducing
inequality. This is due both to the economic interests underlying the development
of ICT and the conflation of economic growth and development (Graham 2019;
Unwin 2017). For example, gross domestic product (GDP), a measure of economic
growth, is often used as a proxy for understanding states of development but does
not give any concrete information about a country’s social welfare (Graham 2019).
Instead, ICTs could be used to offer new pathways to digital self-determination,
which may or may not include economic empowerment, for those whose autonomy
is threatened by existing inequalities. Reframing WED programs in this way would
encourage women to explore and discuss deeper social issues related to
technology and gender in ways that might illuminate possibilities for greater
empowerment, economic and otherwise.
Increasingly precarious employment
The emergence of platform economies is related to the Fourth Industrial
Revolution’s fusion of daily life and work with digital technologies and virtual
environments. These new forms of digitally mediated labor enable individuals to
exchange resources, goods, skills, services, and time with each other over the
internet and other digital communication networks. Most of these “gigs” require
access to a smartphone and various platform apps, as well as a credit card and,
in some cases, a verified social media identity (Kim 2019). Common examples of
platform economies include the use of Uber as an on-demand lift service and
Airbnb as a digital marketplace to advertise temporary accommodations. These
new economic models are often promoted as increasing worker flexibility and
autonomy, allowing workers to boost their total income with part-time work in the
platform economy, providing an easy-to-enter job market, and providing
convenience and lower costs to consumers (Zwick and Spicer 2019). Much of the
language and rhetoric surrounding platform economies represents them as “anticommercial, community-minded, equitable, and sustainable” (Kerzhner 2019,
429).
However, as scholars have been quick to point out, these forms of labor are linked
both to growing inequality for workers and to capital accumulation for corporations
(Scholz 2017; Zwick 2018), which “mediate, aggregate, regulate and incentivize
sharing,” taking advantage of these economic models for profit (Kee 2017, 85).
Though it is true that platform economies offer some benefits to workers, these
benefits are easily exploited by corporations. For instance, the increased flexibility
that accompanies gig-based work allows individuals to schedule their work around
other responsibilities, such as childcare and formal work. But, as Kerzhner
observes, this flexibility can also backfire, as in the case of Airbnb hosts who must
skip work shifts to accommodate unpredictable guests (2019, 430). The tipping
practices of DoorDash and Instacart have also been under scrutiny recently
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because, although these companies allow workers to make extra cash, they do not
allow workers to keep tips. Instead, these companies pool their workers’ tips and
redistribute them as wages for other workers, making hourly wages for workers
highly variable (Green 2019).
The emergence of platform economies has particular impacts on women and
marginalized populations. Particularly in low- and middle-income countries, many
women cannot access these forms of work both because of women’s
disproportionately lower access to and use of mobile technology and ICTs
(Rowntree 2018) and because of gender norms that restrict the use of digital
technologies to male family members and limit women’s movement and activities
outside the home (Hunt, Samman, and Mansour-Ille 2017). Women who enter the
gig economy often suffer from a gender earnings gap, sometimes earning as little
as two-thirds of men’s average hourly rate (Barzilay and Ben-David 2017).
Additionally, many tasks related to gig work involve emotional and social labor,
forms of feminized care work that often fall to women. Airbnb hosting is one such
example, obliging women to adopt a “labour-intensive housekeeper role” in order
to find success on the platform (Kerzhner 2019, 430). Often undercompensated
and unrecognized, the responsibilities of an Airbnb host—advertising, booking,
cleaning, etc.—require women to balance their formal work and career aspirations
with their roles as hosts, which carries implications for long-term employment and
social mobility (Kerzhner 2019).
Beyond gender, platform economies also have implications for racial and classbased oppression. Companies reliant on gig hires frequently contribute to
processes of gentrification in urban centers. The most obvious example is Airbnb,
which makes the majority of its money by transforming entire homes and
apartments into informal hotels serving tourists (Picascia, Romano, and Teobaldi
2017). This practice contributes to rising rents and home prices, driving out longterm renters and businesses (Kerzhner 2019). It has also been recently shown that
the pricing algorithms of Uber and Lyft, two ride-sharing services, vary based on
whether the pickup point or destination is in a neighborhood with more ethnic
minority and Black residents (Pandey and Caliskan 2020). Cost per mile is higher
in areas with fewer white residents, lower average house prices, or lower average
educational attainment, thus compounding preexisting inequities.
On an individual level, however, the affordances of platform economies can be
used strategically in ways that offset the tolls of working such jobs. For example,
Zwick and Spicer (2019, 425) find that the flexibility of Uber allows people to “fill
income gaps, or to find new leads during bouts of precariousness in their careers”
and note that some driver-partners with primary careers use Uber to network and
gain new clients. Similarly, Berg (2016) reveals that pornographic actors and
actresses, who are largely hired on short-term contracts, often use porn’s satellite
industries (e.g., strip clubs, escort services, Twitter branding) to harness
alternative income sources, allowing them to “maximize earning potential, resist

56

Gender and Technology

burnout, and otherwise exert control over their work life” (p. 161). Though it may
be true that companies like Uber and Airbnb, as well as porn’s associated
industries, are “just as much a tool for workers to survive bouts of precariousness,”
the corporations embedded in platform economies profit off this economic
precarity, benefiting from the same structures of inequality that allow them to thrive
in today’s world (Zwick and Spicer 2019, 425). Because these same structures will
continue to shape digital economies into the future, it is imperative that
policymakers and companies critically assess how these platforms rely on and
perpetuate inequality while also holding potential for benefiting one’s individual
economic status.
Changing labor relations
Underlying the precarity of platform work is the absence of worker protections in
digital economies. Because workers, consumers, and companies are often
spatially separated in online economies, it is more difficult to enforce the social
regulations common to most formal employment relationships (Graham, Hjorth,
and Lehdonvirta 2019). The most urgent issues related to labor relations in digital
platform economies include unfair pay, dangerous working conditions, a lack of
benefits, and an absence of union representation. These problems stem from the
fact that individuals are rarely considered employees by platform companies and
are instead classified as independent contractors or “partners” (Aloisi 2019;
Findlay and Seah 2020; Green 2019; Hunt and Machingura 2016). This, along with
the fact that national labor laws rarely apply to digital workers, allows companies
to avoid the responsibilities of traditional employer-employee relations, including
providing sick leave and health care, guaranteed minimum wage, or overtime pay
(Aloisi 2019).
It is crucial to study how gender and other identity categories influence the impacts
of these changing labor relations, particularly given the increasing presence of
marginalized women from developing countries in digital economies (Hunt and
Machingura 2016). In the context of South African platform economies,
housekeepers and maids often make less than the minimum wage set for domestic
workers and almost never make a living wage (Hunt et al. 2019). This is
compounded by some platforms’ reliance on worker bids rather than standardized
pricing, often resulting in a race to the bottom, in which workers underbid in order
to secure work owing to fierce competition among gig workers (Graham, Hjorth,
and Lehdonvirta 2019, 275). According to Hunt et al.’s (2019) interviews with
female domestic workers, clients sometimes underestimate the time it takes to
complete cleaning tasks, meaning that workers must take on extra hours, which
are not agreed to at the outset and are often unpaid. Safety is an additional
concern, peculiarly because workers often must sacrifice their safety to travel to
faraway work sites at unpredictable hours for clients that they do not know or feel
comfortable with (Hunt and Machingura 2016). Some workers complained to their
platforms about the actions of clients, but it was unclear whether the platforms had
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taken any responding action (Hunt et al. 2019). Despite these conditions, it is
important to keep local labor contexts in mind; opportunities provided by the gig
economy may actually be incrementally better than these workers’ previous
employment (Hunt and Samman 2019).
Digital workers have so far been largely unable to build any large-scale digital labor
movements in response to these conditions (Graham, Hjorth, and Lehdonvirta
2019). One practical reason is that workers spread across the globe likely have
conflicting agendas, needs, and preferences, complicating the formation of
alliances. It is possible, however, for workers to use ICTs to facilitate information
exchange, to circulate petitions, to share bad experiences and best practices, and
even to organize digital strikes whereby workers log out of platforms en masse
(Aloisi 2019). Though Hunt et al. (2019) find few signs of worker activism owing to
fear of retaliation from platforms, such as deactivation of their accounts and the
subsequent loss of crucial survival funds, they note that workers use social media
to have private conversations about working conditions.
According to Doorn (2018), the structure of gig-based work, particularly the fact
that individuals often work through multiple platforms simultaneously, highlights
the necessity of actions and solutions at the industry level. Although typical labor
regulations are based on nondigital forms of work, progress has been made on
this front. Some trade unions have begun to represent and advocate for platform
workers (Aloisi 2019); in California a 2019 labor law requires platform companies
to treat their workers as full employees (Conger and Scheiber 2019). More radical
approaches have been proposed as well, such as the establishment of platform
cooperatives (Aloisi 2019; moulden 2019). Owned and operated by the gig workers
themselves, cooperatives “combine platform technology with sustainable working
conditions and the nonprofit business model of a cooperative” (Aloisi 2019, 23–
24). According to community organizer dominic t. moulden, small-scale, shared
economies like these give more control to workers and consumers to build a
“strong, local, and democratic economy rooted in racial and gender equity”
(moulden 2019, 444). At the present moment, it is likely that a combination of
approaches, legislative and regulatory, grassroots and community-driven, must be
used to truly ensure a safe and equitable digital economy for all.

CONSIDERATIONS FOR THE FUTURE
The conditions of precarity that characterize digital economies stem, at least
partially, from the combined pressures of mass unemployment, fiscal austerity, the
rollback of welfare programs, and the revoking of workplace protections (Doorn
2017). It is easy to assume that expanded access to digital economies will provide
a quick fix for these conditions, and to some extent they do provide ways for
individuals to navigate uncertain economies. However, it is equally true that we
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must “move away from over privileging technology and connectivity as primary
agents of change” and instead focus on how we—individual workers, companies,
and policy makers—can use ICTs and other technological tools as mediums to
enact systemic change (Graham 2019, 14). Such a shift involves taking an honest
look at how these tools are currently leveraged for economic gain and how they
have the potential to be used for much more: the kinds of digital self-determination
and freedoms that inspire equitable economic fulfillment.
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THE EFFECTS OF A GLOBAL
PANDEMIC: COVID-19
OVERVIEW
The COVID-19 pandemic has sparked a global increase in internet use, with more
people engaging with digital technologies than ever before (ITU 2020). It has also
exacerbated systemic inequities that limit the livelihoods of women and other
marginalized populations (Bowleg 2020). With constantly evolving regulations put
in place to reduce the spread of COVID-19, we must consider how the pandemic,
and public and private responses to it, are informing women’s and minority
populations’ access to digital technologies, financial autonomy, health, education,
and digital safety and rights.
Persistent gender inequities have made women and minority groups more
vulnerable to the effects of COVID-19. For instance, “women are disproportionately
represented in industries that are expected to decline the most in 2020 due to
COVID-19,” such as retail, food service, arts, and education (Madgavkar et al.
2020). Since the initial outbreak and subsequent lockdowns across the globe,
there has been a significant increase in GBV (UN Women 2020b; Chuka 2020;
Ruiz-Pérez and Pastor-Moreno 2020). At the same time, COVID-19 mortality rates
for Black populations have been found to be higher than for white populations
(Kopel et al. 2020; Phillips et al. 2020).
What sets COVID-19 apart from previous major communicable health crises is
that—for the first time—digital technologies significantly affect exposure rates and
health risks (Robinson et al. 2020). Since the start of the pandemic, lockdown and
social distancing measures have generated an increase of 50 to 70 percent in
internet use (ITU 2020). Nevertheless, many women lack digital access and the
means for reliable identification, which can compromise their access to health and
government services, especially in low- and middle-income countries, where 45
percent of women lack national identification (Madgavkar et al. 2020). In light of
the “digital pandemic,” it is crucial to assess how digital technologies, ICT4D
initiatives, and policies have adapted to new gendered needs that have emerged
as a result of the pandemic. This entails examining who has access to digital
technologies and ICTs and ability to use them, as well as how the pandemic
disrupts women’s participation in a digitally networked world. Looking at gender
and technology in the midst of a global crisis gives contextualized insight into how
digital technologies impact gender disparities both positively and negatively when
access to them is particularly consequential.
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Research on past epidemics and health crises highlights a need to improve “the
effectiveness of health interventions and [to] promote gender and health equity
goals” (Wenham, Smith, and Morgan 2020, 395). To date, “gender analysis has
been conspicuously absent from policy debates, documents, and processes”
(Smith 2019, 356). Rather than addressing the structural issues underlying gender
inequities, emergency responses and policies tend to focus on biomedical needs.
For instance, the WHO’s Ebola Response Roadmap dedicated only one sentence
to women (Smith 2019; Harman 2016), and, in its report The Economic Impact of
the 2014 Ebola Epidemic, the World Bank neglected to mention women altogether
(Smith 2019; World Bank 2014). Recent intersectional studies on previous viral
outbreaks observe that women had poorer health outcomes and fewer economic
opportunities than men. Poverty rates and food insecurity worsened for women
(UN Women 2020b; Wenham, Smith, and Morgan 2020; Smith 2019), and women
faced greater challenges than men in financing follow-up care in the most-affected
regions (Wenham, Smith, and Morgan 2020). Additionally, research reveals that
women increasingly lack power over their reproductive and sexual health during
periods of outbreak (Enguita-Fernàndez et al. 2020).
As COVID-19 persists, it becomes increasingly crucial to understand how
pandemics may exacerbate or mitigate gender disparities and impede or facilitate
marginalized populations’ access to the very digital resources that have become
essential to living and working safely during a dangerous viral outbreak. Taking an
intersectional approach, this closing section considers the persistence of gender
norms, differential access to health care, and gender-based violence to understand
the gendered consequences of the digital pandemic for women and minority
groups.

WHY IT MATTERS
Research on previous viral outbreaks has established that marginalized
populations are the likeliest to be negatively impacted by health crises (Wenham,
Smith, and Morgan 2020; Smith 2019; RCCE 2020). As women and marginalized
populations are disproportionately restricted from accessing and using online
services, these populations are equally restricted from accessing digital health
care services, like telemedicine and health-related notices, guidelines, and other
critical information (RCCE 2020). Moreover, there is a correlation between the
emergence of the pandemic and increases in both online and offline gender-based
violence (ITU 2020; Chuka 2020). Studying the ramifications of COVID-19 for
women and marginalized groups helps us to understand the structural barriers that
prevent digital inclusiveness, ultimately enabling us to design better and more
inclusive solutions, structures, and programs for vulnerable populations.
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KEY ISSUES AND TRENDS
Persistent gender norms put women at higher risk
COVID-19 is both illuminating and widening the gender gap: since the outbreak of
the pandemic, women have, for instance, decreased their work hours but taken on
more housework and childcare, thus reinforcing normative gender patterns and
patterns of unpaid care work (Oreffice and Quintana-Domeque 2020). Globally,
more than 75 percent of women do unpaid care work, which equates to 9 percent
of global GDP (King 2020; see the sections in this report on unpaid care work in
“Access, use, and inequality” and “The future of work”). In the context of COVID19, an increase in women’s unpaid care work has been exacerbated by two
factors: first, women are more likely to care for the elderly and the sick, which
increases their risk of infection, and second, the pandemic has led to an inequitable
division of domestic tasks, with tasks related to schooling and housework being
“disproportionately borne by women” (King 2020, 80).
Likewise, women are disproportionately overrepresented in the health care
workforce, including as doctors, nurses, and retirement home caregivers
(Wenham, Smith, and Morgan 2020; USAID 2020; RCCE 2020; EnguitaFernàndez et al. 2020). As such, more women than men find themselves on the
front lines of the pandemic. In fact, studies show that, while women have less
decision-making power about how the outbreak is managed (UNFPA 2020), they
constitute up to 70 percent of the frontline health care workers globally (Better
Than Cash Alliance et al. 2020; UNFPA 2020). In Hubei, China, this figure climbs
to 90 percent (Wenham, Smith, and Morgan 2020). As a result, female health care
workers, and women overall, run a higher risk of not only contracting the virus, but
also experiencing the socioeconomic and psychological consequences of their
profession. These consequences include working longer hours, living apart from
their families for extended periods, and being exposed to highly stressful
environments.
Women experience a decrease in financial opportunities
Correlated with an increase in female unpaid care work, COVID-19 has caused a
spike in unemployment rates for women (OECD 2020; Gezici and Ozay 2020). In
OECD countries, women were more likely to be unemployed than men in April
2020, with rates increased by 3.3 percent for women and 2.6 percent for men
compared to pre-pandemic (OECD 2020). In the UK, women’s unemployment is
estimated to be 15 percentage points higher than men’s. Furthermore, half as
many men (4.4 percent) as women (8.6 percent) reported having lost their jobs
because of the pandemic. Similarly, while women did 45 percent more housework
than men before the pandemic, they now do 48 percent more housework than men
(Oreffice and Quintana-Domeque 2020). Similar asymmetric observations have
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been made in the United States, with racialized women being the highest
population to be unemployed as a result of the pandemic (Gezici and Ozay 2020).
In light of such unemployment rates, some communities and companies are
considering how women can take control over their finances and become a part of
local economies (USAID 2020). For example, Digital Skills is a First Nation–led
digital literacy program in Long Lake 58, Ontario, Canada, that provides
Indigenous women with the necessary digital skills to increase their employment
opportunities. Because it equips local women with the ability to work remotely, the
program has become vitally important to the community during the pandemic
(Hawkins 2020). Likewise, West African countries have seen an increase in online
banking since lowering service fees to facilitate access for women specifically
(World Wide Web Foundation 2020). To support initiatives like this, the UN has
implemented a new policy to promote a shift toward online banking to increase
women’s financial autonomy. Under this policy, the UN will, for instance, advise
governments on the most effective ways to put cash in women’s hands, including
through cash transfer programs and mobile banking “to ensure women can both
access and control the use of funds” (UN Women 2020b, 9).
Concrete cases, studies, and recommendations of how digital tools could aid
women and minority groups in attaining financial autonomy remain overall scarce.
However, the recency of the pandemic may be why these issues have yet to be
formally examined. While unemployment rates are disproportionately affecting
women during COVID-19, existing research on the effects of the pandemic for
women and other marginalized populations tends to stop at identifying a gender
employment gap (OECD 2020). Although studies rightly point to a growing
increase in the unpaid care work gap (Collins et al. 2020), currently available
research does not, at present, consider factors beyond one’s gender in relation to
one’s access to employment; we found just one study that considers race in
addition to gender (Gezici and Ozay 2020). Furthermore, most of the studies
center on the United States, so there is a need for research that considers other,
and multiple, intersectional factors, such as race, ability, age, class, and
geography. Gezici and Ozay point to this reality when stating that more
intersectional research on the pandemic is needed given “the magnitude of
unemployment probability associated with holding multiple identities” (p. 16).
COVID-19 compromises access to health care
While it is believed that COVID-19 can infect anybody, certain socioeconomic and
cultural factors may increase the likelihood of one’s access to or denial of digital
health services and consequently one’s health outcomes (RCCE 2020; Kopel et
al. 2020). Women and marginalized groups are found to be especially affected by
lower access to health care and health-related services (RCCE 2020; UNFPA
2020; UN Women 2020b; Phillips et al. 2020; Pendo 2020; Sweet et al. 2020). For
example, the pandemic has been found to contribute to increases in maternal and
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newborn mortality, unmet needs for contraception, unsafe abortions, and sexually
transmitted infections (UNFPA 2020). Compounding this issue, in Sri Lanka,
women are expected to increase their productive work to meet the higher demands
resulting from the pandemic. They are equally expected to maintain their
reproductive work—bearing and rearing children (McLaren et al. 2020). Further, in
a recent policy brief, UN Women estimated that an additional 18 million women will
be precluded from accessing contraceptives in Latin America and the Caribbean
as a direct result of the pandemic (UN Women 2020b).
Digital technologies have proven to be an important asset to improving health
services and health care access. In the face of the pandemic, numerous healthrelated apps, websites, and online services have been put in place to support
women remotely (Crawford and Serhal 2020). These digital services range from
health-centered apps to telehealth services to helplines. In some areas, chat bots
have been introduced to help determine users’ COVID-19 symptoms in order to
lower the workload of health care workers. In the United States, the Center for
Democracy and Technology outlined policy and legal adjustments that would be
needed to support continued telehealth services. Aside from increasing funding for
telehealth services, the United States is developing cybersecure and encrypted
platforms to safeguard patients’ privacy on telehealth platforms (Barnard 2020).
Benefiting from such technologies and policy adjustments requires that the
populations most at risk have access to telehealth services, but this is frequently
not the case, especially for people with disabilities, racialized populations, and
gender and sexual minorities (UNFPA 2020; Lam et al. 2020; Phillips et al. 2020).
In the United States and Latin America, ICT access is lower among immigrant
populations. Phillips et al. (2020) found that, in the United States, “Black and
Hispanic/Latinx populations bear a greater burden of the pandemic than White
populations” (p. 279). Supporting this finding, Kopel et al. (2020) found that,
although Black people account for only 13 percent of the population, they make up
33 percent of hospitalized patients; in comparison, whites made up 45 percent of
the patients despite representing 76 percent of the nation.
In the context of delivering care through telemedicine, the increased use of digital
technologies can be a challenge for the elderly, as well as for disabled people and
populations that have difficulty operating digital technologies independently (Lam
et al. 2020; Pendo 2020; Khilnani, Schulz, and Robinson 2020). The increase in
digital and remote health care delivery services may thus preclude these
populations from receiving in-person and regular care. Furthermore, Lam et al.
(2020) indicate that lower rates of access to telemedical services among older
populations correlate with higher poverty rates: those who reported a feeling of
general “unreadiness” in terms of using digital technologies were more likely to be
lower income. This could lead to a widening of the digital divide. To help bridge the
digital divide in the United Kingdom, initiatives such as FutureDotNow or
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DevicesDotNow provide vulnerable populations with free devices and the training
they need to operate them (Robinson et al. 2020).
Recent research on the consequences of COVID-19 for sexual and gender
minorities drew similar conclusions: not only are sexual and gender minorities
more likely to require health care, they are also less likely to get care as health
care systems are ill equipped to provide these patients with the gender-sensitive
attention they need (Phillips et al. 2020; National LGBT Health Education Center
2016). A “lack of cultural responsiveness among health care professionals” (p.280)
was observed as one of the primary reasons for such differential access to health
care services. In the case of transgender people, for instance, COVID-19 has
made it more difficult to access hormone care and gender-affirming surgeries. As
a result, transgender people are at a higher risk of suicide (Ramo 2020) and of
developing mental health issues (Wang et al. 2020; Phillips et al. 2020). A recent
study conducted in Beijing supports this hypothesis: reduced access to hormone
therapy—and thus an implicit prolongation of gender dysphoria—was found to be
directly related to “high levels of anxiety and depression” (Wang et al. 2020, 565).
To adequately support these populations, an intersectional approach would
include continuous and extensive training of the health care staff to directly
improve these populations’ health care access (Phillips et al. 2020). By the same
token, future research and data collection must be disaggregated by markers of
marginalization, including gender, race, and ability (UN Women 2020b).
COVID-19 increases gender-based violence
Since the onset of the pandemic, there has been a substantial increase in domestic
violence (UN Women 2020b; Madgavkar et al. 2020; ITU 2020; Chuka 2020).
Though previous health crises resulted in an influx of survivors of domestic abuse
into shelters, US domestic violence shelters are exceeding capacity for the first
time in history. This may be the direct result of confinement measures that force
perpetrators and victims to spend more time together, creating more opportunities
for acts of violence to take place (Chuka 2020). Furthermore, confinement
measures may limit victims’ ability to seek out spaces that will provide them with
needed care and assistance. Another result of increased confinement measures
is that fewer cases of domestic violence are being reported (Enguita-Fernández et
al. 2020). In an effort to address domestic violence during COVID-19, intervention
apps such as I-DECIDE, iSafe, and myPlan have become indispensable digital
tools supporting victims of domestic violence. MyPlan, for example, provides users
with a safety plan that can be tailored to a victim’s specific needs and help that
person make informed decisions about their safety, local options, and well-being
(Chuka 2020).
Beyond apps, 24/7 hotlines and 24/7 digital responses have been put in place to
meet the increased demand for support in the United States (Chuka 2020). For
instance, RAINN (Rape, Abuse and Incest National Network) released an app
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service in August 2020 to support survivors of sexual assault “anytime, anywhere”
(RAINN 2020). Services such as telecounseling and telepsychiatry are also
increasingly supporting survivors of domestic abuse. These services offer
increased privacy, 24/7 availability, and greater modularity so that they can be
tailored to a user’s specific needs. Such digital support services have become
essential for victims of GBV who, owing to social isolation and confinement, lack a
local and accessible support system (Chuka 2020).
While a growing number of digital platforms are being developed to counter the
increase in domestic and gender-based violence, COVID-19 has also exacerbated
gender-based violence in online spaces (Chair 2020). The recent spike in domestic
violence, particularly against women and children, correlates with an increase in
online GBV (Chuka 2020; UNFPA 2020). Online GBV, harassment, and
nonconsensual or unregulated data retrieval and dissemination can greatly
compromise women’s ability to seek out and attain digital, social, and economic
empowerment (see the section “Security and digital civic spaces” in this report).
While women and girls are more likely than men to use the internet, they are also
more likely to be victims of online violence (ITU 2020).
Since the start of the pandemic, traffic to helplines, harm reduction websites, and
domestic violence centers and calls to crisis hotlines have also gone up (Chair
2020; Chuka 2020). The UK Revenge Porn Helpline, a government-funded
platform that supports victims of intimate image abuse, or the nonconsensual
spreading of intimate images, saw a 50 percent increase in website traffic in March
2020 (Price 2020). Calls to Spain’s crisis hotlines also increased by more than 10
percent in March 2020. Notably, demand for their online consulting services in
Spain increased by 182 percent between March 2019 and March 2020 (Ruiz-Pérez
and Pastor-Moreno 2020).
Guyana has taken a different stance on how to mitigate GBV directed at women
and minority groups by addressing some of the underlying structural issues. The
Guayanese government has created intervention programs to detect and
challenge “violent masculinities” (Khanlou and Ssawe 2020, 26). During COVID19, these services moved online (UN Women 2020b; Khanlou and Ssawe. 2020).
Likewise, South Africa and some Caribbean island nations, such as Antigua and
Barbuda, have cooperated with telecom mobile companies to deliver safety
messages and texts offering digital intervention services directly to citizens’
phones (UN Women 2020b Khanlou and Ssawe ,2020).
Lastly, during COVID-19, hashtags are rendering domestic violence visible and
creating digital support networks for survivors, including #YouAreNotAlone and
#AntiDomesticViolenceDuringEpidemic (Chuka 2020). In China the hashtag
#AntiDomesticViolenceDuringEpidemic connects users with online resources and
raises awareness about the signs and risks of gender-based violence (UN Women
2020b). Likewise, women with internet access can use social media as a means
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of vocalizing their concerns and information about the pandemic. One US study
that examined COVID-19 posts on social media noted that, overall, young
racialized women, and especially Black and Hispanic women, published more
online posts related to COVID-19 than white women or men in general. The online
presence of racialized women—among the most at risk of being affected by the
pandemic—indicates that young women of color use social media platforms not
only to educate others and create online support networks, but also to point to the
structural issues that hinder them economically and health-wise (Campos-Castillo
and Laestadius 2020).

CONSIDERATIONS FOR THE FUTURE
Despite many efforts aimed at reducing gender disparities and promoting equitable
access to digital technologies, COVID-19 is widening the digital divide overall
(Sadeque 2020; RCCE 2020; Campos-Castillo and Laestadius 2020). In its brief
on online GBV, the ITU (2020, 6) advocates an intersectional and evidence-based
approach that highlights the “multiple forms of oppression and harassment online,
as part of the continuum of violence” faced by women and sexual and gender
minorities. Further, it recommends that protocols, codes and laws be revised and
adjusted to address the increase in online violence directed at women and girls.
As digital devices and technologies evolve, and new policies and regulatory
mechanisms are needed to improve ICTs related to. related to domestic violence
(Chuka 2020, n.d.). Anongoing collaboration between various stakeholders—
researchers, ICT4D initiatives, and survivors—is paramount for the creation of
these improved ICTs .
Furthermore, there is an imperative to address structural issues and offer
contextualized solutions that are mindful of the particular realities, needs, and
modes of empowerment of various populations and marginalized groups (UN
Women 2020b). For instance, to facilitate the elderly’s access to ICTs, initiatives
must be tailored to the specific capabilities and needs of this population, including
translating information into local languages and dialects (RCCE 2020, 4). Creating
context-specific solutions will involve disaggregating all data collected by sex, age,
disability, ethnicity, and geographic location in order to understand the specific
needs of specific groups.
An example of an intersectional health research project is the Digital Health Equity
Framework (DHEF), which takes social inequities and power imbalances into
account when assessing individuals’ access to health care (Crawford and Serhal
2020). The first of its kind, the DHEF considers an individual’s social positioning,
age, race, income, gender, lifestyle, and rurality. Crawford and Serhal (2020) find
that individuals’ social location is directly correlated with their health outcome: the
better their social location, the better their access to digital health services, the
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better the quality of health care they receive overall, and the higher their chances
of experiencing positive health outcomes. The DHEF identifies structural inequities
that underlie health care access based on the premise that individuals’ social
location and the extent of their economic and systemic power determine their
health outcomes.
Additionally, because people with disabilities have been disproportionately
affected by the pandemic in terms of job insecurity, Pendo (2020) proposes an
increase in flexible and remote employment options. The RCCE also suggests that
documents and texts should be communicated in “clear and simple language” and
that formats should be adapted to accommodate those who read braille or require
larger fonts (RCCE 2020, 3).
Alongside the development of intersectional research models, there is a structural
need for “cultural responsiveness trainings” for health care employees to provide
vulnerable populations, such as sexual and gender minorities, with “competent,
respectful, and welcoming care” (Phillips et al. 2020). Phillips et al. underline that
future health equity research must focus on intersecting identities as they relate
not only to the pandemic, but also to specific social, psychological, physiological,
and financial impacts directly resulting from the pandemic. A growing number of
digital programs and services aimed at supporting and empowering women and
minority groups disproportionately affected by COVID-19. While not without
limitations, implementing needs-specific ICTs can help to remove barriers which
prevent these populations obtaining care and benefits.
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